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EXECUTIVE SUMMARY

ne of the strategic objectives of the

Independent Electoral Commission (IEC)

is to ensure that the institution remains
a pre-eminent election management body that
seeks continuous improvement and innovation
through the use of technology. To this end,
the Commission aims to strengthen electoral
democracy in South Africa, and to position itself
as a trend-setter in election management in Africa.
In an effort to attain these goals the IEC convened
a multi-stakeholder seminar on Electronic Voting
and Counting Technologies on 11 and 12 March
2013 in Cape Town, South Africa. The seminar,
which sought to assess the feasibility of electronic
voting (e-voting) in South Africa by drawing on
lessons learned from comparative experiences,
was the first of its kind in South Africa. It served
as a platform for key electoral stakeholders to gain
an understanding of e-voting by interrogating its
feasibility in South Africa. It was critical for South
African electoral stakeholders to engage in a
discussion of such an exploratory venture in order
to establish the groundwork for future consensus
on e-voting.

In light of the country-specific experiences set

out during the seminar it was noted that e-voting
has produced mixed results, with success in
countries such as Brazil, India and the Philippines,
while, in others, like Germany and Ireland, the
technology has been abandoned for various
reasons. The overarching recommendation from
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those attending the seminar was that should
South Africa choose to embark on e-voting,

the process should be underpinned by the
country’s unique socio-political and economic
realities. Given that South Africa is considering
using election management technology that
has been abandoned by others, the delegates
also recommended that an expanded, focused
research study of the technology should be
conducted. This will, in effect, deepen the
understanding of the inadequacies of e-voting with
a view to instituting remedial measures in South
Africa should the technology be adopted.

This report, which documents the proceedings

of the seminar, consists of six chapters. The

first gives a background to the discourse on
e-voting in South Africa, setting out the rationale
for the seminar, and proceeds by reviewing the
introductory remarks of the IEC leadership.

The second and third chapters consist of

country cases studies (Brazil, India, Ireland,

and Philippines), while chapter four synthesises
the international lessons that have been learnt.
Chapter five assesses the infrastructural
conditions of South Africa and its level of
preparedness for a possible e-voting venture. The
sixth and final chapter proffers recommendations
in view of the foregoing findings by way of critically
evaluating the lessons learnt elsewhere and the
level of the country’s preparedness in juxtaposition
to the utility of e-voting.
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INTRODUCTION
AND OVERVIEW




1.1 CONTEXTUAL BACKGROUND

His Excellency Kgalema Motlanthe, the former
President (September 2008-May 2009) and
current Deputy President (from May 2009 to

date) of South Africa, challenged the country to
explore the possibility of e-voting in the aftermath
of the 2009 national and provincial elections.
Similarly, the South African Parliamentary
Portfolio Committee on Home Affairs, to which the
Independent Electoral Commission (IEC) reports,
has shown an interest in e-voting. The exploration
of e-voting corresponds to one of the IEC'’s
Strategic Objectives — ensuring that the institution
remains a pre-eminent election management
body that seeks continuous improvement and
innovation through the use of technology. The

use of technology is not unusual in the electoral
process in South Africa. Since its inception, on

17 October 1996, as a constitutionally-mandated
permanent electoral management body in South
Africa, the IEC has sought to be a trend-setter in
electoral democracy. From voter and candidate
registration to results management and other
aspects of the electoral process, the IEC has
effectively appropriated technology and has
indeed become an institution of reference on
election management in Africa and beyond. Thus,
employing technology in voting would, for the IEC,
be another element in consolidating its experience
of the management of technology for elections,
albeit in another critical aspect of the electoral
process.

E-voting has been adopted in various countries in
the world, both developed countries such as the
United States of America, Japan, Ireland, Canada,
France, Belgium, Austria and Switzerland and
developing countries such as Brazil, India,
Russia, Paraguay, Philippines, Kazakhstan,
Venezuela, and Estonia. Because of the different
circumstances pertaining in these countries the
practice of e-voting has produced varied results,
some successful, others unsuccessful. By 2011
five countries had abandoned e-voting. One of
them was the Netherlands, the first country to
have introduced e-voting (some 20 years ago). The
others were Germany, the United Kingdom, Ireland
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and Australia. The main reasons for abandoning
e-voting were concerns about data security,
verifiability and certification and cost. However,
e-voting has also produced certain benefits in
some geographically vast and populous countries
such as India and Brazil by allowing for the speedy
processing of election results.

The IEC, conscious of these varied experiences
and prompted by the need to gain greater
understanding of e-voting and to seek broad-
based consensus on this critical venture,
convened a multi-stakeholder seminar on
Electronic Voting and Counting Technologies

on 11 and 12 March 2013 in Cape Town, South
Africa. The seminar was the first of its kind in
terms of initiating dialogue focusing on e-voting
technologies and was the culmination of a study
of e-voting conducted by the IEC in December
2011. The seminar was attended by key electoral
stakeholders such as political parties, civil
society organisations, representatives of the
diplomatic corps, National Treasury, the Truth and
Reconciliation Commission, the United Nations
and the Chapter 9 institutions including the
South African Human Rights Commission, the
Office of the Public Protector, the Independent
Communication Authority of South Africa, the
Commission for Gender Equality and relevant
Government institutions. The seminar benefited
from international experience of e-voting through
the participation of electoral practitioners and
experts from other countries.

1.1.1 Objectives of the Seminar

The specific objectives of the seminar were
to:

* examine the cross-national experience of
e-voting technologies by way of country case
studies highlighting key lessons learnt;

» afford key electoral stakeholder the
opportunity to gain an understanding of
e-voting and interrogate its utility in South
Africa;

* assess the positions of key electoral
stakeholders vis a vis e-voting.



1.2 INAUGURATION

The seminar was inaugurated by the senior
leadership of the IEC. Mosotho Moepya, the Chief
Electoral Officer, welcomed the delegates and the
keynote address was delivered by Advocate Pansy
Tlakula, Chairperson of the IEC. Advocate Tlakula
expressed appreciation for the participation of

all the delegates, particularly mentioning the
presence of the Chief Election Commissioner

of India, Shri VS Sampath; the Head of the
International Foundation for Electoral Systems

in the Philippines, Ms Beverly Thakur; Member

of the Brazilian National Council of Justice and
Member of the Electoral Commission, Judge
Paulo Tamburini; Dr Margaret McGaley of the
Department of Computer Science at the National
University of Maynooth in Ireland, who is also
spokesperson for Irish Citizens for Trustworthy
E-voting; Peter Wolf from International IDEA and
Troy Hector from Telkom.

She highlighted the fact that one of the strategic
objectives of the IEC is to ensure that the
Commission remains a pre-eminent election
management body that seeks continuous
improvement and innovation through the

use of technology. Further, she stated that

the Commission aims to strengthen electoral
democracy in South Africa and to position itself as
a trend-setter in electoral democracy. The purpose
of the seminar was to realise these objectives.

Advocate Tlakula said the IEC has yet to adopt

a formal position on e-voting as it is of the view
that a thorough examination of the cross-national
experience of e-voting is a prerequisite to adopting
an informed position. She asserted that although
South Africa will review the global experience of
e-voting, ultimately the decision whether or not
to adopt it should be underpinned by the South
African context and be informed by the country’s
demographics, political culture, social and
economic environment, financial capacity and
institutional and infrastructural capabilities.
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The March 2013 Kenyan general election had been
a classic example of failed technology, she said.
About 70% of the biometric data machines did
not work on election day and election officials had
to revert to the paper registers. Further, the short
message service (SMS) facility for transmitting
results also failed to work, resulting in a delay

in the announcement of the results. Similarly,

in Ghana, the use of biometric registration and
verification machines during the December 2012
presidential and parliamentary elections did not
have desirable results. The law did not provide for
alternatives in the event of technology failures.

Advocate Tlakula highlighted some findings
from the study of e-voting conducted by the
IEC:

* Approximately one in every three countries
that may be defined as an electoral democracy
has implemented or is experimenting with
e-voting;

* E-voting is not the preserve of developed
countries — both developed and developing
countries are involved. For instance, India
and Brazil are considered global leaders in
e-voting;

* Afew African countries, among them
Namibia, Kenya, Ghana, Tanzania and Zambia,
are beginning to experiment with the use of
technology in various aspects of the electoral
process such voter registration, transmission
of results and candidate registration;

*  Some countries, among them Holland, Japan,
Germany, the United Kingdom (UK) and
Ireland, have abandoned e-voting;

There are many different types of e-voting
technologies but, generally speaking, they
may be divided into two main categories,
namely:

* Technologies that are used in environments
controlled by an election management body
(EMB). Such technologies include e-voting
machines as used in India, the United States
of America (USA) and Brazil, among others.



* Technologies that are made available to
the electorate in environments that are not
controlled by an EMB. Such technologies
include internet voting, fax voting and
telephone voting. These are available in
Canada, France, Estonia, Japan and some
parts of the USA.

The study noted that e-voting has both merits
and demerits. One of the advantages is that it
allows for speedy and accurate counting of votes.
It also reduces the number of spoilt ballots.

It is considered to be environment friendly in
comparison to paper-based voting. The demerits
related to high monitoring costs, the security of
the data, a reduction in the transparency of the
voting process, and the lack of consistent global
standards for the verification and auditing of
e-voting systems.

From the foregoing chequered lessons learnt,
Advocate Tlakula said, there is no discernible
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reason either to move towards or away from
e-voting. Furthermore, while almost all e-voting
technologies have been compromised in

one way or another, some democracies are
prepared to accept them, while others are not.
Another lesson is that context is of paramount
importance in deciding on an e-voting technology.
Finally, research has shown that the process

of introducing e-voting is as important as the
product itself. The process must be underpinned
by inclusivity and trust, while a failure to manage
the process of change from one voting method
to another is likely to derail the success of the
project.

In her concluding remarks before declaring the
seminar open Advocate Tlakula outlined the
seminar programme, stating that the sessions
would benefit from case studies, global experience
and the implications of e-voting for South Africa.



CHAPTER 2

OVERVIEW OF E-VOTING -
CROSS-NATIONAL EXPERIENCE
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2.1 MR SURENDRA THAKUR,
DURBAN UNIVERSITY OF
TECHNOLOGY, SOUTH AFRICA.

Article 21 of the United Nations Declaration of
Human Rights, said Surendra Thakur, states that
everyone has the right to vote, that votes must be
conducted in secret and that the votes must be
counted.

Genesis

In his brief history of voting and voting methods
he said in Greece in 500 BC the vote was negative
and had nothing to do with right or wrong or

with justice. In India in 7560 AD a huge mud pot
(Kudam) served as a ballot box. Voters wrote the
name of the desired candidate on a palm leaf
(Panaiolai) and drop it into the pot. At the end of
the process the leaves (votes) were counted and
whoever received the highest number of votes was
elected. The ltalians used a black or white ball to
vote people into secret societies. The white ball
meant acceptance and the black ball rejection,
hence the term to blackball. Paper ballots were
first used in Rome in 139 BC and in the USA

in the 17" century. However, in The Gambia in
1965, because the illiteracy rate was 75%, white
translucent marbles were used for voting.

Ultimately various machines were introduced,
among them mechanical lever, punch card
systems, a direct recording electronic (DRE) touch
screen, jelly button DRE and optical scans, all of
which present challenges.

The next form of voting to be introduced was
internet voting, which takes many forms and has
been derided by those who oppose it as ‘voting in
your pyjamas’. The different forms include:

* Remote internet voting;
*  Kiosk-based internet voting; and

e Poll-site-based internet voting.

Electronic Voting

Thakur defined e-voting as encompassing
both electronic means of casting a vote and
electronic means of counting votes. E-voting

may be conducted in either a controlled or

an uncontrolled environment. A controlled
environment is a secure area the EMB temporarily
sets up by installing equipment and implementing
a clearly defined process flow. An uncontrolled
environment refers to the situation in which

a voter accesses a system remotely from the
comfort of his or her own locality (home, office or
mobile) and registers a vote.

Reasons for Moving to E-voting

The reasons why e-voting was introduced, said
Thakur, included: greater accuracy, “faster
democracy”, and modernity.

Reasons for not moving to E-voting

Politicians, said Thakur, might object to e-voting
because it defers to or ‘constructively’ abrogates
their responsibility to their electorate. Among the
reasons why others might oppose e-voting were
the fact that at some point almost every machine
— laboratory, field-based and experimental — has
been compromised and that no technology is
insulated from misappropriation. In addition, there
is the possibility of changing votes surreptitiously.
E-voting makes it difficult to monitor voter patterns
and it may deny a voter the opportunity to vote by
removing her or him from the roll.

Abandonment

Countries that have abandoned e-voting for
various reasons include the Netherlands (2007),
Ireland (2004), Germany (2009), Australia (2010),
England and Scotland. Countries that have used
electronic voting machines (EVMSs) include India,
Brazil, Estonia, Norway, the Philippines, Australia
and Venezuela. However, like any other system,
EVMs present their own unigue challenges.

Socio-political Context

Thakur outlined some of the socio-political factors
that should exist in countries that would like to
adopt e-voting. These are:

* A stable non-violent political climate;

* A multiparty democracy with two dominant
parties;
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* Acoalition government (Australia, Germany,
India, Philippines, the UK, Japan);

* Alarge population — six of the 10 most
populous countries in the world use
e-voting. They are India (1.2-billion), the USA
(310-million), Brazil (201-million), Russia
(140-million), Japan (127-million) and the
Philippines (91-million);

* Alevel of technical maturity;
* |lliteracy must not be a perceived setback;
* Fragile or transitional democracy;

* A mixed economy.

Factors Critical to the Success of E-voting

If e-voting is to succeed the following factors must
be present:

* Vote secrecy — a person’s vote must be kept
secret, but the amassed votes of various
groups must be public;

* Vote security — an eligible person is allowed to
vote and the vote is counted;

* Ease of voting — the voting process must be
convenient, intuitive and simple;

*  Speed and efficiency — the ballots must
be counted with a speed that does not
compromise accuracy;

* Accuracy of results — the results must be
correct to the extent that all stakeholders,
particularly the losers, accept them;

e Voter turnout — the goal of an election is to
ensure that the maximum number of eligible
voters is encouraged to vote, but not at the
expense of differential access to the vote;

e Operational support infrastructure is required
—this refers to, inter alia, communication,
technical support and equipment;

*  Cost —the cost of holding an election must be
balanced against a country's circumstances;

*  Spoilt ballots, under votes and over votes — a
spoilt ballot is one that is declared invalid. An
under-vote is where the voter makes fewer
choices then he or she is entitled to. An over-
vote is where the voter makes more choices
than he or she is entitled to;

*  Observation by stakeholders — political parties,
civil society and citizens — is important to build
trust in the process.

Recommendations

Thakur said the IEC is recognised as a leader in
electoral administration and in executing free

and fair elections. It has won five awards for

its success, acknowledgement it has achieved
through consistently researching and testing
different election technologies to determine
whether, where, how, and when such technologies
might he added.

Having conducted a cross-border analysis of
e-voting, he said, the IEC is faced with two options:
to further explore e-voting through trials and pilots
or not to consider e-voting at this stage.

A set of recommendations in line with each option
is presented below:

Should the IEC decide to consider

e-voting, the following recommendations

were made:

*  South Africa should amend its laws to allow
for experimentation through trials and pilots to
add to the voters’ choice;

* An actuarial analysis should be conducted
to assess the benefits that may derive from
holding “green elections”. This may help to
earn voter trust;

* An expanded, focused research study
should be conducted of countries that
have abandoned e-voting. It is strongly
recommended that countries embarking on
trials or pilots be closely monitored;

* Anindependent, non-partisan monitoring
centre must be established where the
experiences of e-voting are documented,
catalogued, analysed and disseminated. This
centre may be virtual, with a specific mandate
to constantly appraise and relate to possible
South African experience(s); and

e Atrial or pilot, if and when conducted, must
be transparent, rigorous, inclusive and
consultative.

CHAPTER 2
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Should the IEC decide not to consider

e-voting at this stage the following

recommendations were made:

e The various forms of e-voting that are taking
place internationally should be continuously
assessed and monitored;

e There should be collaboration and
partnerships with local and international
EMBs, research institutions and those
conducting academic studies that analyse
and evaluate e-voting technologies;

e Officials should be encouraged to participate
in international observer missions in
amenable countries where e-voting is
practised; and

* Periodic environmental scans or studies, such
as this study, of e-voting experiences, should
be commissioned.

2.2 QUESTION AND ANSWER
To Adopt E-voting or Not

Mervyn Cirota of the Independent Democrats
(ID) and a member of the National Party Liaison
Committee asked for the researchers’ views on
e-voting and whether they viewed it as an option
for South Africa.

André Gaum, of the African National Congress
(ANC) and Acting Chairperson of the Portfolio
Committee on Home Affairs, asked whether the
factors that made other countries discontinue
e-voting could be catered for in the South African
context. Thakur responded that he believed in the
power of technology to help people and to promote
equity and generally help communities. He said he
supported e-voting and believed it would be useful
in the South African context.

Cost

Jana Warffemius of the United Democratic
Movement (UDM) enquired about the cost of

each ballot cast in South Africa. She also wanted
to know why Australia is going back to e-voting.
Peter Smith of the Inkatha Freedom Party (IFP)
concurred with this line of questioning and sought

clarification on the separation of capital costs
and operational costs. He questioned the costs
provided in the example that had been given:
that each ballot would cost more than R10 000.
Thakur said it is difficult to work out the costs. He
explained that many factors have to be included
such as the cost of printing ballot papers, the
cost of transporting the papers from the printing
works to the voting districts, the cost of the vote
on election day and the cost of restoring the ballot
papers to the areas where they must be stored
for three to five years, and then the cost of that
storage. Those had to be balanced against the
costs of deploying a typical EVM, which include
the grid or energy requirements and the cost of
returning the EVM to its storage facility.

Professor Anthony Mbewu, CEO of the South
African Government Printing Works, sought
clarity on whether research had been conducted
around the globe into the use of ID smartcards in
conjunction with e-voting mechanisms, either at
polling stations or remotely through automated
teller machines (ATMs) or any other way that
might facilitate ease and security and reduce the
cost of e-voting. Thakur said much research has
been done on smartcards and there are numerous
instances in Western Europe of countries using
smartcards for identification. This would be an
opportunity in the South African context, he
maintained.

E-voting and the Right to Vote

A delegate asked how e-voting relates to the
right to vote. Thakur said e-voting would allow
for engagement with youth in a way that they are
familiar with. Today's young people, he said, are
very connected through the use of smartphones
and digital devices, thus the best way to engage
with them is through technology. To this effect,
Thakur believed that the move to an e-voting
system would increase the number of people
who vote, particularly in local elections, where,
historically, there has been a lower participation
rate.
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3.1 IRELAND - DR MARGARET
MCGALEY, DEPARTMENT
OF COMPUTER SCIENCE,
NUI MAYNOOTH, IRELAND,
AND SPOKESPERSON
FOR IRISH CITIZENS FOR
TRUSTWORTHY E-VOTING

In a brief political and historical overview

of Ireland, Dr McGaley said it is a republic

of approximately 4.5-million people, heavily
concentrated in the capital city, Dublin. The total
area of the state is 70 273 km?, a little smaller than
the Mpumalanga province of South Africa.

Historical and Political Background

Ireland was under British rule from the 1600s,
independence was declared in 1916, and the country
was recognised by Britain in 1922. The state that
was created covers about four-fifths of the island;
the remainder, known as Northern Ireland, remains
under British rule. The original 1922 Constitution
was replaced in 1937, but many of the political
structures are still legacies of British rule.

Ireland’s head of government is the Taoiseach
(Prime Minister) and there is a President, who is
head of state, but the role is largely ceremonial. The
President signs new legislation but has no power
to veto it, though the legislation can be referred to
the Supreme Court if there is reason to believe it is
unconstitutional.

The legislative branch consists of the Déil (House

of Representatives), the Seanad (Senate) and

the President. The executive branch is led by the
Taoiseach, who must be a sitting member of the Déil
and is nominated by the members of the Déil. The
Taoiseach then selects a cabinet of 7 to 15 members
from the Dail (up to two members may be from the
Seanad). Dr McGaley said that although there is
local government in Ireland its powers are limited
and the local councils rely almost exclusively on
funding from the government.

Election Process

Dr McGaley briefly explained the election process

in Ireland, where a general election is held at
least every five years. Members of the Déil (TDs)
are elected by proportional representation: single
transferrable vote. At the time e-voting was piloted
there were 43 constituencies, from which 166
TDs were elected. Each constituency has three

to five seats, depending on population density.
Constituency boundaries are redrawn by an
independent commission after each census.

Once the results of a general election are available
the political parties negotiate to form a coalition
(there has not been a single-party government since
1977). The leader of the largest party in the coalition
is normally nominated as Taoiseach. The Seanad
consists of members nominated by the Taoiseach, by
certain universities, and by special panels. It has the
power to delay, but not to veto, legislation.

The government takes advice from Oireachtas
committees, which are made up of members of
both houses from across the political parties. These
committees discuss specific areas of interest and
take evidence from interest groups, witnesses and
departmental officials, without being constrained by
party policy.

Election System

Explaining the proportional representation: single
transferrable vote (PR: STV) system, Dr McGaley
said that casting a ballot is relatively intuitive:

the voter ranks the available candidates in order

of preference, writing the number ‘1" beside

their favourite candidate, ‘2’ beside their second
preference and so on. ‘X’ or similar marks are also
acceptable if the voter only wants to indicate his or
her first preference. The counting rules err in favour
of reading what one can from a ballot rather than
only accepting ballots which adhere strictly to the
rules.

A quota is calculated from the number of votes
cast and the number of seats available. Dr McGaley
emphasised that this number is formulated in such
a way that it is impossible for more candidates

to reach that quota of votes than there are seats
available. Candidates are elected (once they have



the requisite quota of votes) or eliminated (when it
becomes clear that they cannot reach the quota).

Counting, she said, becomes much simpler

when only one seat is available, for example, the
presidency. In such cases the counting becomes
equivalent to an alternative vote, since most of the
complexity of the system becomes irrelevant. This
system is also used to vote for Members of the
European Parliament (MEPs).

Ireland does not have an independent electoral
commission — state elections are run by the
Department of the Environment and Local
Government, which was responsible for introducing
electronic voting.

Technology Piloted in Ireland

The machines that were piloted in Ireland consisted
of a panel of fixed buttons and a small LCD screen
which could display very limited messages to the
voter. A printed sheet attached to the machine
indicated which button represented which candidate
or option.

Voters would approach the registration desk

and, once their identity and eligibility to vote was
confirmed, would be given a token. They would
then approach the attendant at the voting machine
who would take the token and prime the machine
to accept the vote. Once all preferences had been
indicated the voter would press the “cast vote”
button.

Votes were stored within each voting machine on
a "ballot module”. After polls had closed these
modules would be physically transported to the
counting centre where the ballots were exported
to a Microsoft Access database application for
tabulation.

History of E-voting in Ireland

Electronic voting, said McGaley, was first proposed
in Ireland in the late 1990s and in 1999 legislation
was introduced which enabled the use of real ballots
in research into the feasibility of e-voting.

Ireland used a system by Nedap/Powervote, which
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was piloted in three constituencies in early 2002 and
seven constituencies in late 2002. The original plan
was to acquire 1 400 machines for the 2004 elections
and to expand the pilot to the greater Dublin area.

The pilots had been portrayed as very successful
but discrepancies were observed between the
number of votes recorded by the returning officer
and the number of votes recorded by the voting
machines in two constituencies. After research and
some deliberation, in February 2004 the system was
officially launched in Dublin city centre. In March
2004 the Commission on Electronic Voting (CEV)
was set up to examine the secrecy and accuracy

of the chosen system. More research was done to
effect the significant changes the commission felt
were required to make the system suitable for use
in Ireland. Three years later the minister responsible
declared that the government had decided “not to
proceed with the implementation of electronic voting
in Ireland”.

Reasons for Introducing E-voting

The main reasons for introducing e-voting in
Ireland were to:

*  Make it easier for the public to vote;

*  Provide election results within a few hours
after close of poll, depending on the size of
constituency;

* Improve the efficiency of electoral
administration; and

e Support a positive image of the country in
terms of the use of information technology.

Costs

Contrary to early hopes that the system would
reduce costs, said Dr McGaley, it was actually quite
an expensive way to run an election. While staff
numbers at the counting centres would be reduced
to very low levels, the number of staff required at the
polling stations would be significantly increased.

Storing electronic voting machines create new
costs, she said, since computers must be stored in

a controlled environment. For the three years before
the machines were sold for scrap, the cost of storage
was €140 000 per year, reduced from an earlier
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figure of €700 000 annually. In addition, a website
was developed, at a cost of €52 000, which gave
voters an opportunity to practise using the interface
through a simulation. Once the decision had been
made not to use the system “tens of thousands” of
euros were spent on consultants to advise on the
disposal or storage of the machines.

Dr McGaley said a detailed calculation of the cost

of the system showed that €53 264 335 had been
spent and at least a further €57 164 754 could be
expected to be spent on staff, storage, and insurance
over the projected 20-year lifespan of the machines.
This added up to a total spend of €110 429 089

and, calculating on the basis of one election every
two years, each election would cost more than
€11-million.

Reasons for not Implementing E-voting

Technologies in Ireland

* The quality and testing of the count software:
the software had a mission critical role in a
safety context, yet it had no coherent version
control system so changes were constantly
being made;

* Access to source code; the source code
for both the voting machines and the count
software was not made available to the
Commission, which was therefore unable to
perform an adequate code review;

* Incomplete testing: the CEV was concerned that
there had been inadequate testing of the system
and there were no independent end-to-end tests
of the system as a whole;

*  The security of the personal computers (PCs)
used at counting centres — the so-called
hardened PCs — were deemed to be the weakest
link in the security of the system;

*  Procedural issues: the report simply states
that “attention is required” for this aspect of the
system, but this is consistent with reports from
the returning officer in the pilots;

e Secrecy of the ballot and special needs: the
system failed to improve accessibility for voters
who normally need assistance with voting, and
even reduced accessibility;

* Difficulty of publishing votes: there is a conflict
between the desirability of publishing all votes
for verification of results and the potential use of
unlikely vote combinations as a signal in cases
of corruption or intimidation;

*  The system did not have a voter-verifiable audit
trail, thus it:

- Could not reassure voters that their vote
had been correctly recorded;

- Created a disincentive to the manipulation
of the system by providing an external
check on accuracy; and

- Enabled recovery from a serious system
failure.

Lessons Learnt

E-voting, said Dr McGaley, has the potential to
bring some improvements to the electoral process,
but it must be introduced carefully and with full
cognisance of the safety critical to the nature of
the electoral system. Impartial, reliable, informed
expertise is vital to the successful introduction of
e-voting. Several significant mistakes were made
in Ireland that contributed to the failure of e-voting
there. Below are some of the lessons that were
learnt;

*  Response to criticism: the response from
the government was to demonise people who
opposed the system and to dig in its heels;

*  Expertise: the DoELG did not have sufficient
in-house expertise to evaluate the quality of the
system and ended up relying on the vendor's
advice;

* Specifications: a clear set of requirements was
never developed;

* Planning: inadequate planning resulted in
several oversights (including the purchase of
insufficient machines);

*  Buy-in: the project did not have buy-in from all
stakeholders;

* Responsibilities: the contracts with the vendors
of the system appear to have been wholly
inadequate. They had no legal responsibility to
provide a system that was fit for purpose.



Dr McGaley concluded her presentation by
reiterating that a project of this scale and
importance must be well-specified, well-planned
and supported by impartial advice from sufficiently
knowledgeable experts. Above all, it must be
undertaken with caution.

3.1.1 Question and Answer
Cost Analysis of E-voting

Mervyn Cirota of the ID said economies of scale
seem to be important when deciding whether or not
to use e-voting. Ireland, he said, had only a small
population and there is a need to determine whether
South Africa’s population, which is 10 times the

size of Ireland’s, would provide an ideal setting for
e-voting systems. He sought advice as to whether
e-voting would be recommended or if it would be
too complicated a system for significantly large
populations. Dr McGaley said it is hard to draw
conclusions about economies of scale. She noted
that although many people believe the machines save
money this conclusion is not necessarily justified.

Red Haines of Bharat Electronics asked about the
cost of the machines used in Ireland and how many
were purchased. Dr McGaley said the machines
cost about €3 500 each and 7 000 machines had
been purchased but that number had proved to be
inadequate. She argued that for a small population

like that of Ireland e-voting might not be cost-effective.

A cost-benefit analysis is required before making a
decision to use this system.

Cirota asked about the fundamental reasons why the
system of e-voting had failed. He queried whether if
it were introduced in South Africa the results might
be different. Dr McGaley said she believed that
because the system in Ireland was not run by an
independent electoral commission there had been
no particular control, no analysis of the system and
many questions had been left unanswered. While
she did not believe there had been corruption, the
system had failed because of various incidences of
incompetence.

Penny Tainton of the Democratic Alliance (DA),
an IT professional, asked for an assessment of the
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concept of e-voting and whether it could be further
investigated, supported and implemented better.

Dr McGaley said she had very high standards when
it came to EVMs. She would not underestimate

the value of e-voting but, if there were a more cost-
effective system of voting, she would use it. There
were many advantages to e-voting, particularly in
countries such as India and Brazil, which have large
populations. Her personal preference, she said,

is scanned ballots, because they provide a voter-
verified audit trail, but she reiterated that she was not
opposed to e-voting.

How the Lessons Learnt Can Be Used to
Upgrade the System

Raymond Tlaeli of the African Christian Democratic
Party (ACDP) sought clarity as to whether the
e-voting process was abandoned or aborted
because Dr McGaley, together with the International
Conference on Technology and Education

(ICTE), had set up a group that had campaigned
successfully against the system. He further asked
whether it was possible that the government would
review the lessons learnt and re-apply the system
more appropriately. In response, Dr McGaley said the
Commission on E-voting and Counting at Elections
had outlined the changes it thought were needed

to make the system trustworthy. The changes were
extensive and it was clear that they would cost a
great deal and there was no political will to pursue
the project. Further, people like the paper system.

A representative from Nigeria asked whether any
other options or technologies had been considered
or if the decision had been made based only on one
system. Graham McIntosh, Member of Parliament
on the Portfolio Committee on Home Affairs, asked
whether, if PRSTV was not the stumbling block, the
Irish government would consider using a different
e-voting system. Dr McGaley replied that the
government and the people had over-committed

to the system that had been used and the idea of
getting a new system was not welcomed. In addition,
the way the system had been introduced was
inappropriate as there had been no independent
tender process. There had also never been a broad
analysis or trials of different systems. The Irish
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people, she said, are attached to the PRSTV system.
Three attempts have been made to replace it but
they have failed to convince the electorate.

Another speaker said the most important aspect of
the presentation had been the indications of what
South Africa might learn from the Irish situation to
assist in its own voting process. Dr McGaley said
South Africa faced many challenges in relation to
e-voting. These include infrastructure, the multiparty
system and the topography of the country. She said
that in planning the way forward South Africa must
consider pilot projects, as e-voting is very costly. She
believed the IEC should take a cautious, appropriate
approach, trying different technologies based on

an analysis of its various contexts. She advised the
IEC to begin with EVM trials that are not binding.

Moreover, different technologies should be tried and
tested.

3.2 INDIA - SHRI VS SAMPATH,
CHIEF ELECTION
COMMISSIONER OF INDIA

Demographics of India

India has a population of approximately 1.21-billion
and an electorate of over 770-million — greater
than that of all the countries of Europe combined.
There are b43 parliamentary constituencies, 4 120
assembly constituencies and approximately 900
000 polling stations. More than 8 000 candidates
contested the 2009 parliamentary elections and
approximately 11-million polling personnel and 100
000 personnel from the central police force were
deployed in those elections.
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Population and electorate in India compared to the rest of the world (Source: Election Commission of India)

Major Challenges in Elections in India

Sampath said major complexities and diversities
make Indian elections challenging and exciting. The
country is topographically diverse, incorporating a
desert, islands, dense forests and lush green fields.
The Indian Constitution recognises 22 languages,
however, there are also hundreds of minor
languages and dialects.
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While elections are conducted on a large scale, he
said, the Election Commission of India (ECI) also
has an eye for detail in ensuring that every single
voter is able to cast her or his vote freely and fairly.
An example is that a separate polling station was
created in the middle of the Gir National Forest in
Gujarat for a single voter so the voter did not have
to walk far to cast his vote. The Commission, said
Sampath, tracks every polling station on election



day, using mechanisms like SMS-based poll
monitoring, video recordings of the polling process
and direct web casting from polling stations.

India’s voting system has evolved in the past 60
years from a very primitive system to electronic
voting. In the first general elections, held in 1951,
a separate ballot box was kept for each candidate
as voters would not have been able to understand
the process of marking ballot papers. The system
of marked ballot papers was introduced during the
mid-term elections to the legislative assemblies of
Kerala and Orissa in 1960-1961 and remained in
vogue until the elections for the Lok Sabha in 1999,

Types of E-voting

Sampath described two types of e-voting: ‘place
of poll electronic voting” and ‘internet voting’.
Internet voting has been tried on a limited

scale in Austria, Canada and the USA and

India experimented with it in elections for the
Ahmedabad Municipal Corporation in Gujarat.
‘Place of poll Electronic Voting’ can mean the
use of ‘direct recording machines’ or voting by
marking on a paper ballot in the usual manner,
with optical scanning for the counting process.

The Journey of Indian EVMs

EVM technology was first mooted in 1977 by Shri S
L Shakdhar, then Chief Election Commissioner of
India. Two public sector companies, the Electronic
Corporation of India (ECIL) and Bharat Electronics
Limited (BEL), were asked to develop EVMs.

The machines were extensively tested at locations
across the country and the EC conducted seminars
with all stakeholders. The machines were then
fine-tuned based on the feedback obtained. The
decision to use EVMs, said Sampath, was made in
July 1981, but they were first used in May 1982 at 50
polling stations in the Parur Assembly Constituency
in Kerala. Before the use of these machines could
become widespread, however, it was challenged in
an election petition and, in 1984, the Supreme Court
ruled that EVMs could not be used in elections
unless the law was amended and a specific
provision made for their use.
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After deliberation the government appointed a
Technical Experts Committee to examine EVMs and
give a report to the Committee on Electoral Reforms.
The Technical Experts Committee unanimously
recommended that EVMs should be used and, on
the recommendations of the Committee on Electoral
Reforms, Parliament amended the law in 1988,
adding a new section empowering the Commission
to use EVMs. The necessary amendments were
made to the Conduct of Election Rules in March
1992 and, since 1999 EVMs have been used in every
general election and by-election in India.

Main Technical Concerns and Remedies

One of the main concerns raised when EVMs
were being developed, said Shri Sampath, was
the possibility that data might be tampered
with. The remedy was to “burn” a software code
into the microprocessor used in the EVM which
cannot be changed or even read back from the
microprocessor.

In addition, Indian EVMs do not have an operating
system, all coding is at the chip level and the
EVMs are stand-alone machines which cannot be
networked and therefore cannot be accessed or
hacked remotely.

Another problem was how the machines could be
used in rural areas which had no mains power. The
remedy was to use a special power pack, a 7.7-volt
battery which is independent of mains power. In
these cases, because it is necessary for data to be
stored for long enough to be used as evidence in a
court of law in case of an electoral dispute, data is
recorded on volatile dual redundant memory chips
so it can be retained for years even when the power
pack battery is removed.

Improvements in EVMs over Time

India’'s EVMs, said Sampath, have been improved
as technology has progressed. The first model,
manufactured in 1989/1990, has been declared
obsolete. The Commission has fixed the life of EVMs
at 15 years. A new improved model, designed in the
2006, includes date and time stamping of all keys
pressed, dynamic key coding, and a real-time clock.
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Security of EVMs

EVMs, said Sampath, are kept under strict security
—stored in lockable rooms under armed guard

24 hours a day. They are also under CCTV camera
surveillance. When they are transported from the
storage area to the polling stations and back they
are always accompanied by an armed police guard.

Transparency and Involvement of
Stakeholders

The Commission, said Sampath, ensures complete
transparency and involvement of all stakeholders
in the use of EVMs. A first-level check is done a
few months before every election in the presence
of representatives of recognised political parties,
after which a mock poll is conducted by casting 1
000 votes in at least 5% of EVMSs picked randomly
by representatives of political parties. A sequential
printout of the result is made and shown to the
political party representatives. Thereafter, the
control unit of the EVMs is sealed using a uniquely
numbered pink paper seal which is manufactured
by the security printing press, Nasik.

Sampath emphasised that the control unit cannot
be opened without damaging the pink paper seal.
After the candidates for election are finalised a
similar process of second-level check is done on the
ballot unit, after which the unit is sealed using the
pink paper seal.

Judicial Scrutiny of EVMs in India

EVMs in India are scrutinised by the courts and
satisfaction has been expressed in election
petitions about the fact that they cannot be
tampered with, said Sampath, with one court
observing that “this [ECI-EVM] invention is
undoubtedly a great achievement in electronic
and computer technology and a national pride”.
The Madras High Court held that “there is also
no question of introducing any virus or bugs”. It
further observed: “The contention of the learned
counsel is that the use of EVMs in Japan and the
United States of America proved to be a failure
also will not hold any water. In India, we are not
following the system prevailing in the United
States of America or Japan.”

Advantages of Using EVMs

According to Shri Sampath the advantages of
using EVMS are:

e They modernise the election process;

e They are user-friendly and can be used by
illiterate voters;

* They are simple to operate and can be
installed in a short time;

* They preserve voting secrecy;
* There is no scope for invalid votes;

* They facilitate quick and accurate counting
and make it possible to declare results
instantaneously;

* They are re-usable by simply erasing votes
recorded in an earlier poll;

* The huge expenditure involved in printing,
storing, transporting and securing
ballot papers is avoided. Approximately
12 000-million tons (MT) of paper would be
needed at a total cost of Rs. 578 400 000 in
each parliamentary election;

*  Operating costs are low;

* EVMs are easy to manage, with less demand
ONn Manpower;

e They are environmentally friendly. One MT
of paper requires that 24 fully grown trees be
felled, so there is a saving of 282 240 trees
in every election by using EVMs. One MT of
paper needs 680 litres of water, so 8 160 000
litres of water are saved in every election.

Way Forward

The ECI, said Sampath, is continuously engaged in
the process of further improvement of EVMs. BEL
and ECIL have already developed a voter verifiable
paper audit trail (VVPAT) system, the design of
which has been approved by the Technical Experts
Committee. The Commission has now decided to
use EVMs with VVPAT in a by-election before they
can be used more widely. The Commission is also
working on a new EVM model and is considering
the following additional features:

e Code verification and unit authentication;

*  Public key infrastructure (PKI) authentication;



*  Possibility of code in public domain;
* Integrated VVPAT,
*  Confirmation of choice of vote by the voter;

*  Possibility of a larger number of candidates.

Lessons Learnt
* E-voting and counting makes election
processes faster, simpler and tamper-proof;

e Provision must be made in election law before
EVMs are used;

e E-voting should be introduced gradually;

e Consultation with all stakeholders is a must to
ensure buy-in;

e \oter education in the use of EVMs is
desirable to ensure a well informed and better
engaged populace;

*  Continuous improvement is necessary with
changing technology.

3.2.1 Question and Answer
Shortcomings of the EVMs

Jacob Dikobo of the Azanian People's Organization
(AZAPO) sought clarity on the disadvantages of
e-voting as he believed no system could only have
advantages and no demerits. Another speaker
concurred with Dikobo and, noting that the system
had been portrayed as perfect, asked whether
India had experienced any practical problems
since it began using the technology and what

the challenges were. Sampath explained that the
system has its disadvantages, such as instances
where machines fail, and recommended that an
adequate number of machines should be provided.
In remote areas it takes longer to replace machines,
so India has had to come up with strategies to
ensure that machines remain accessible to people
living in these remote areas.

Another perceived disadvantage, he said, is the
source code. This should be in the public domain or
there should be source code verification. India was
examining whether when new voting machines are
acquired source codes will be able to be verified and
placed in the public domain. Another disadvantage
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of the EVMs is that, in a minuscule percentage of
cases, the machines do not reflect the vote count
correctly. In such cases provision is made to attach
a printer to the machine and have the results
printed. If the margin between the winning and
losing candidates is greater than the total number
of votes covered by the EVM where the result is

not obtainable, the returning officer is permitted to
declare the results.

The IEC's Advocate Pansy Tlakula asked why India
has decided to experiment with a paper trail system.
Sampath said political parties had requested

that the paper trail be introduced as a further
confidence measure. EVMs are not manipulable, he
maintained, and no one has been able to show that
they can be manipulated.

Cost Analysis

A representative from Nigeria asked for a
comparison of the expenditure on the old voting
system and that on e-voting. Sampath said no
research to that effect had been done but, on
average, India spends less than half a dollar per
voter. India does not recruit personnel to conduct
elections, instead using government employees
who are deputised to the ECI so that no extra cost
is incurred. The figures he provided are only the
savings made by the absence of paper.

Security of EVMs

Peter Wolf of International IDEA sought clarity
on the security of the EVM voting system. He
enquired whether political parties are concerned
about the fact that votes can be linked to
individual voters. He further enquired whether
any thought had been given to randomising the
storage of the machines so that there is no link
between the voter and the vote cast. Sampath
responded that e-voting has, to an extent,
reduced some malpractices, including mischief
at polling stations. The results obtained should
be considered an improvement to that extent.
Asked by Dr Sylvester Maphosa of the Africa
Institute of South Africa, whether e-voting aids
in consolidating negative peace, that is, the
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absence of direct violence, or in creating positive
peace in terms of transforming attitudes and
relationships and the capacity and competence of
the leadership, Sampath said he was not sure.

3.3 PHILIPPINES - MS
BEVERLY THAKUR, HEAD
OF THE INTERNATIONAL
FOUNDATION FOR
ELECTORAL SYSTEMS IN THE
PHILIPPINES

Demographics and General Background

The general population of the Philippines in 2010
was 92.3-million and the voting population 48 275
594. In 2013, however, said Ms Thakur, those figures
were expected to rise to 103-million and 52 014 648
respectively

Local government units (LGUs), she said, are divided
into 80 provinces as the primary unit. Provinces

are composed of cities and municipalities, which,

in turn, are composed of “barangays” or villages
(which are the smallest LGUs). The Philippine
government consists of the executive, the legislature
and the judiciary and it is the judiciary that has the
mandate to oversee elections. The Philippines has

a Bicameral Congress consisting of a Senate and a
House of Representatives.

Thakur described Filipino voters as showing much
resilience and a commitment to democracy, as
evidenced by the substantial voter interest and
turnout in 2007 under the manual system and in the
first automated election, in 2010, when voters had to
brave long queues to cast their ballots.

The social characteristics of the electoral process
in the Philippines, she said, are based chiefly

on patronage politics and poor governance and
there is a highly litigious electoral environment, as
evidenced by the number of challenges to election
results by those who lose elections. However, Thakur
said, the introduction of the automated system
appears to have wrought some changes — in the
2010 presidential elections, for the first time in the
country's history, the losing candidate conceded
defeat on election night.

The social context of the Philippines has strong
underpinnings of corruption and self-enrichment,
leading to election violence by both losing and
winning candidates.

The E-voting Technology

The Philippines’ journey to e-voting technology
began in 1995 with the enactment of the enabling
law. In 1996 the first automated election was
held. In 1997 Congress enacted another law to
automate elections in 1998 and thereafter.

There were, however, some delays. In May 2001
the authority to automate elections was in place
but there was no budget and in 2004 the Supreme
Court declared related procurement null and void.

By 2008 five pilots had been implemented to test
different technologies and these pilots informed
the decision about which technology to use.

The International Foundation for Electoral System
(IFES) held a vendor fair in November 2008 to
introduce the Filipino electorate to e-voting
technologies. The fair exposed the stakeholders
to the technological options and information
about potential pitfalls. The outcome was a
recommendation that paper-based precinct count
optical scan (PCOS) technology be used for the
May 2010 presidential election. In 2009 Congress
enacted a law that assigned the equivalent of R2.1-
billion to the e-voting technology project.

Type of Technology

In 2009 the contract for an automated election
system was awarded to Smartmatic-TIM for the
2010 elections. The contract provided for three
components:

* Anautomated election system comprising an
Election Management System, PCOS System,
and Canvassing and Consolidation System
(CCS);

e The electronic transmission of election results;

e Overall project management.

About 82 000 PCOS machines were leased,
requiring precincts to be clustered and increasing



the maximum number of voters per precinct from
200 to 1 000. Thakur argued that it is better to obtain
machines based on the needs of the electoral
system than to fine-tune the operations according to
the number of machines that can be obtained.

Introduction of E-voting Technologies in
Philippines

According to the law the objectives of the

migration to the e-voting system are to improve the
secrecy and sanctity of the ballot and all election,
consolidation and transmission documents in order
to make the process transparent and credible and
for the results to be fast and accurate and reflect
the genuine will of the people. Although e-voting
technology does not improve the secrecy of the
ballot, said Thakur, it does have a positive impact on
accuracy.

She argued that the manual system left room for
manipulation as well as for honest mistakes. With
the electronic system the results are transmitted to
a central server and an additional server used by
parties, civil society and the media.

Thakur admitted, however, that e-voting made the
vote count less transparent as the results are tallied
by a machine, while, under the manual system,
voters would gather to see the counting and tallying
of results.

Monetary Costs of E-voting and Counting

About 70% of the costs were allocated to the leasing
of the machines, while about 20% went to the
services of the vendor, said Thakur, saying that the
question of whether e-voting technologies are worth
the costs are best answered contextually in terms of
need versus cost.

Transitional Issues: From Traditional
Voting Methods to E-voting/Counting
Technologies

Some important issues to watch out for in migrating
from manual ballot to electronic technology,

said Thakur, are the inclusiveness of external
stakeholders; patience, perseverance and pilot
testing; management and communications within
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the election management body; capacity-building
and change management; quality control and risk
management and new skill sets in IT at all levels.
There is also a need for random manual audits and
the management of winning presidential margins.

Key Lessons Learnt

Most of the problems picked up in the e-voting
process, said Thakur, were linked to human error
rather than to the machines. Thus it is essential
to educate voters in the use of new e-voting or
counting technologies.

She also noted that although the review of

source code was delayed, it was thorough. While
a significant number of “minor” deficiencies

were detected, such issues could be reconciled
with “appropriate manual processes”. It was
recommended that a proper random manual audit
be conducted to provide the required security.

The number of printers required had been
miscalculated, which led to the ultraviolet (UV) ink
not printing properly. This meant that the UV ink
reader security level had to be turned off, sacrificing
an important ballot security feature.

In addition, an open console port posed a major
security problem. Also, the compact flash cards

were not read due to late ballot design modification.

The Future of E-voting in the Philippines

A survey revealed that about 75% of Filipinos were
satisfied with the general conduct of the May
2010 automated elections as there was a higher
percentage of poll workers than there had been
before. The survey also found that Filipinos were

satisfied with the way the elections were conducted.

Future Gaps

There is a need to increase transparency in the
preparations for the next automated electoral
exercise. Institutional capacity-building for the
election management body is also necessary.
There may also be a need to invest in new
machines for the 2016 elections.

CHAPTER 3
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Key Points when Deciding on E-voting

* Define a core need for targeted
implementation of technology;

*  Provide for a legal framework, budget, time and
political will;

* Ensure clean and transparent procurement
processes;

e Conduct pilot testing, hold vendor fairs and
have a strong public relations and media
strategy;

e Prioritise voter education and poll worker
training;

* Invest in capacity building for all election
stakeholders, including election management
body staff, civil society, judiciary, media, and
security agencies;

e Adjust for new timelines as major changes may
be required for the previous processes;

*  Design plans to mitigate unintended
consequences of automation;

* Implement a timely random manual audit on
election night.

In her concluding remarks Thakur advised that the
IEC's values should underpin the electoral process
the IEC selects. These values should be the IEC's
guiding principles whether under a manual or
electronic system.

3.3.1 Question and Answer

Level of Inclusivity

Ntokozo Ngidi of the Electoral Institute for
Sustainable Democracy in Africa asked about the
level of inclusivity of stakeholders in the Philippines,
seeking clarity as to whether the responsibility of
including stakeholders rested only with the election
authority.

Thakur said the level of inclusivity had definitely
increased since the introduction of the automated
system. She stated that there has been
collaboration in the formation of inter-agency
technical working groups. Among the aspects
considered by the stakeholders were the special

needs of the disabled and of indigenous peoples,
to increase their participation in elections. Through
this inclusivity the election process brought greater
transparency.

Adjudication Procedures

Thakur emphasised the need to set election
adjudication procedures well before the elections.
In the Philippines, the adjudication processes
were not set prior to the elections and this caused
numerous problems with the verification of votes.

Benefits of E-voting for Ordinary Citizens

The question was raised of what benefits ordinary
citizens derive from the introduction of the e-voting
process since the clustering of precincts may mean
voters must travel longer distances.

Thakur said clustering had indeed meant some
voters had to travel further and had resulted in
longer voting queues. Further, clustering precincts
made it easier for 'flying voters’ to carry out
fraudulent activities.

Voter Turnout

Asked about the impact of the e-voting system

on voter turnout, Thakur said the turnout was
estimated to have been the same as it was before
the introduction of the automated voting system.
She attributed this to the optimistic nature of
Filipinos. She also argued that voters are more likely
to trust a system that they believe has less human
involvement,

Benefits of the Automated Voting System

Thakur said the major benefit of the e-voting
system was the economic stability it brought to the
country as a result of a credible election process.
In the past election fraud had led to a lack of trust
in government and hence to economic instability.

Impact of E-voting on Violence

Asked whether she believed there was a relationship
between the e-voting system and the reduction

in election violence, Thakur said there is an
opportunity for electoral systems to minimise
conflict and consensus-building is more of a



decision-making process than a conflictual, winner-
takes-all system. She argued, however, that with the
introduction of the automated voting system the risk
of violence increased and said that there is need to
agree on a definition of what constitutes election
violence and to monitor it closely.

Delegates also sought clarification as to whether
Thakur believed the system of e-voting used in the
Philippines would be suitable for South Africa.

Enhancing Democracy

Asked whether e-voting had enhanced democracy
in the Philippines, Thakur said democracy had
prevailed in the 2012 elections but pointed out
that whether elections are manual or electronic, a
number of aspects can derail the process.

Unintended Consequences of E-voting

Delegates asked what measures the Philippines was
taking to mitigate the unintended consequences of
e-voting.

Thakur said technology could always be compromised
and manipulated, so success depended on the local
context, on what people choose to trust as well as the
security levels that can be put in place to give people
a certain level of comfort.

However, she noted that it is always difficult to
guard against unintended consequences because
nobody knows what they might be. She said the
election management body in the Philippines

had included a risk management team within the
project management team to mitigate some of the
unintended consequences.

Transparency

Asked to elaborate on the fact that transparency had
been compromised by the e-voting system, Thakur
said she did not believe that the automated voting
system in the Philippines had necessarily affected
transparency, stating that although there were some
challenges the electorate also enjoyed a level of
security.

COUNTRY CASE STUDIES | CHAPTER 3

Human Resources

Thakur said there is a need to restructure human
resources as the manual election make-up may not
be suitable for the demands of an automated voting
system.

3.4 BRAZIL - JUDGE PAULO
TAMBURINI, MEMBER OF
THE BRAZILIAN NATIONAL
COUNCIL OF JUSTICE AND
MEMBER OF THE ELECTORAL
COMMISSION

Background

Brazil is a large country, almost two-thirds the
size of Africa, with some areas only reachable by
helicopter. The country has four time zones, which
is a challenge when delivering an election.

Electoral System

The Brazilian electoral justice system is not
delivered by an electoral management body but

by the electoral court. Elections in Brazil are thus
conducted by judges who plan, execute, organise
and evaluate the elections. The election system
includes a press centre where election officers, the
media and police, among others, are trained.

Other important stakeholders are the armed forces,
the National Agency of Telecommunications, the
National Agency of Electricity, the State Secretaries
of Public Security and the Federal Audit Court.

Brazil is a federal state divided into 27 member
states with regional electoral courts. It has an
estimated 140-million voters, b 568 municipalities,

3 033 electoral zones, 96 116 polling stations and

437 443 precincts. The country holds elections every
two years, leaving only a short turnaround time. The
cost of delivering en election is a little over $USD395-
million — at least $USD2.81 per voter.

In 2012 there were about half a million election
candidates and about 10 000 legal cases were
brought relating to the elections. Data has shown
that the number of cases has decreased since the
introduction of the e-voting system.
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Overview of the 2012 Elections

In his overview of the 2012 elections Judge
Tamburini said only 0.5% of the machines had been
replaced. There was a high rate of absenteeism,
though in the states in which there is a full
biometric identification system, the absentee rate
was only 5%.

The E-voting Machine

One of the strengths of the machines, Judge
Tamburini said, is that they have been tested over
time. He believed that any credible research into
e-voting must include the Brazilian experience since
Brazil is one of the largest and oldest electronic
democracies in the world.

Judge Tamburini attributed the success of the
system in Brazil mainly to the make of the machine,
which, he argued, was designed to be simple and
suitable for Brazil, which has a high illiteracy rate.
Another reason for this success was that the system
incorporated aspects of the telephone and the ATM,
with which Brazilians were already familiar. Because
of its simple design the voters have become so
comfortable with the machine that almost 100% of
them were not in favour of a more modern design.

Costs

The e-voting machines cost about USD$600 each,
said Judge Tamburini.

3.4.1 Question and Answer

Shortcomings

While Judge Tamburini acknowledged that there
was need to improve technology continuously by
making it safer, more transparent and trustworthy
and offer citizens the opportunity to maintain the
secrecy of their vote and vote in peace, he said that

research conducted in 2012 showed that the system,

which had been operating for more than 20 years,
was trusted by about 97% of the people, which is
one of its most valuable assets. The ordinary justice
system, manned by the same judges, is only trusted
by 64%.

The machines are publically audited in full view of
the media and attorney generals, among others. The
Judge emphasised the importance of partnering
with the people in order to gain their trust and
confidence.

Reduction in Legal Cases

The reason for the reduction in legal cases after

the introduction of the e-voting system, Judge
Tamburini said, could be attributed to the passage
of a law providing that no person who was facing
prosecution could stand as candidate — the
legislation was instituted at the behest of the people
and was adopted by Parliament and confirmed by
the Supreme Court.

Transfer of Skills

Another reason for the reduction in the number of
court cases, said the Judge, was that people were
taught to learn as much as they could about the
candidates.

Responding to question about the possibility of
international cooperation in developing e-voting
machines and the transfer of skills between
countries, Judge Tamburini said cooperation

was indeed possible and that his duty was not to
teach but to share the experience of e-voting. His
country, he said, had developed a Brazilian solution
to a Brazilian problem within the confines of the
country's human and technological resources and
its infrastructure, thus Brazil does not depend on
any other country for the technology.

Brazil, he said, is prepared to provide information
about the successes and shortcomings of its
e-voting system so that other democracies
contemplating adopting the technology need not
reinvent the wheel.



CHAPTER 4

KEY LESSONS LEARNED FROM
THE INTERNATIONAL EXPERIENCE
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4.1 MR PETER WOLF
INTERNATIONAL IDEA, LEAD
AUTHOR OF INTRODUCING

with e-voting technology.

ELECTRONIC

VOTING: ESSENTIAL
CONSIDERATIONS

Peter Wolf began his presentation by playing

a humerous video made following the recent

US presidential election. The clip was from the
popular cartoon, The Simpsons, and shows the
character Homer Simpson trying cast his vote
electronically for Barack Obama, but the e-voting
machine continually records his vote for Mitt
Romney. This by way of reminding the audience
that there is always the possibility of problems

Wolf outlined the different types of e-voting,
namely the use of voting machines and internet
voting. The differences between machine and
internet voting are reflected in the table below:

VOTING MACHINES

INTERNET VOTING

The environment
is controlled
—the election
administration can
have a high level
of control over the
equipment that is
used.

The election
administration has an
opportunity to control
how the voters are
actually casting their
vote, and whether
they are doing so in
secrecy.

Uncontrolled
environment —

people can vote from
anywhere the internet
is available.

Nobody can really
make any assumption
about the computer
that the voter uses for
casting a vote.

Only one voting
channel - once

a certain polling
station has switched
to e-voting people
no longer have the
choice of going back
to paper, they must
use the electronic
equipment available
at the polling station.

Additional voting
channel - Internet
voting, on the other
hand, is usually
introduced as an
additional voting
channel. People can
choose either to vote
online electronically
in the weeks before
an election or they
can go in person to
a polling station and
cast a regular vote.

Types of Voting Machines

There are “a lot of quite exotic solutions”, said
Wolf, but globally the most common technologies
are ballot counting machines and direct recording
electronic (DRE) equipment.

Ballot Counting

Ballot counting is based on machine-readable
paper ballots. Voters shade them in a specific
way and feed them into a ballot scanner which
captures the ballot, interprets the vote and is then
able at the end of the election day to produce the
results for that polling station instantaneously.
The advantage of this system is that it bridges

the gap between traditional paper-based voting
and e-voting and adds some of the advantages

of e-voting. In addition, a quick count can be
implemented. The disadvantages of the system
are that the logistics for the election have to

be doubled and the paper process cannot be
eliminated, so paper ballots still have to be
produced and shipped. The paper ballots must
also comply with far more stringent specifications
because they must be machine-readable. In
addition to the entire paper process the voting
machines themselves have to be deployed.

TYPES OF E-VOTING SYSTEMS

Direct Recording Electronic (DRE)

With DRE equipment people make their choice on
a touch screen and the device records it directly
on to a computer and can produce a result at

the end of the election day. The advantage of this
system is that the interface is user friendly, it is
possible to cover multiple languages and complex
ballots can be presented better on multiple
screens, while there are also audio interfaces for
sight impaired voters. The disadvantage of the
system is that it does not produce any physical
evidence of the votes.

Optical Mark Recognition (OMR)

OMR systems are based on scanners that can
recognise the voter’s choice on special, machine-
readable ballot papers. OMR systems can either
be central count systems, where ballot papers are
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scanned and counted in special counting centres,
or PCOS systems, where scanning and counting
takes place in the polling station as voters feed
their ballot paper into the voting machine.

Electronic Ballot Printers

Electronic ballot printers are similar to DRE
machines, producing a machine-readable paper
or electronic token containing the voter’s choice.
This token is fed into a separate ballot scanner,
which does the automatic vote count.

Internet Voting Systems

In this system votes are transferred via the internet
to a central counting server. Votes can be cast
either from public computers or from voting kiosks
in polling stations, or, more commonly, from any
internet-connected computer.

E-VOTING SYSTEM OPTIONS

Access to Source Codes

Wolf defined access to source codes as the
instructions that determine how a computer
system, including all the voting machines,

is working. Anybody with the right level of
expertise can establish, by looking at the source
codes, the quality with which the machine has
been built, how secure it is and its potential
weaknesses. When it comes to e-voting, he

said, people want clarity about the possibility of
stakeholders having access to source codes. Most
commercial companies are extremely reluctant
to provide access to those source codes as they
are viewed as intellectual property and might
infringe the security of votes. However, over the
years there have been other solutions, though

in limited forms, to give people access to the
information. This is sometimes done by holding
a demonstration in a laboratory where interested
stakeholders are invited by the vendor, who
explains how the system operates.

Voter Authentication — Electronic Poll
Books

An internet voting system, said Wolf, requires a
voter to sit in front of a computer to verify that he

or she is eligible before he or she can vote. Only
one valid vote can be cast. For e-voting in polling
stations this is more easily achieved with paper-
based voter registration as a first step and e-voting
as the next step.

Examples of Major E-voting Experiences

E-voting is being used or has been used in:

e Estonia, the most advanced country in the
field and which has dramatically increased
participation in e-voting over the years. A
quarter of Estonia’s population votes online;

* The USA, Brazil, Venezuela, India and the
Philippines — probably the biggest countries to
use e-voting systems;

*  Europe, where there are a few small-scale
implementations;

* France —in few municipalities;
About half of Belgium;

e The Netherlands, which used e-voting
machines similar to those in Ireland for about
20 years, but stopped a few years ago;

* Germany, where the system was declared
unconstitutional because one of the
constitutional requirements for elections
is that they must be public and the
Constitutional Court deemed an election
where participants cannot watch how the
votes are counted not to be considered a
public election;

* Austria, which instituted internet voting pilot
projects in student council elections. Initially
it seemed that all political parties supporting
internet voting, but, during the process, some
concerns were raised and some of the parties
became more critical of the technology. In the
end the system gained very few users.

Potential Benefits of E-voting

According to Wolf these are:
* Faster availability of results;

e Elimination of human error and related
inaccuracies;

* Elimination of some types of fraud;
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e Confirmation of vote or invalid vote warnings;
* Improved accessibility;
e Increased convenience for voters; and

e Better service for most citizens.

Why the System is Controversial

E-voting is controversial, said Wolf because it does
away with the most central rituals of an electoral
process, reduces human control and transparency
enormously throughout the process, and places
system knowledge in the hands of a few.

Challenges of the System

The challenges of e-voting are that it is the most
complex of the electoral technology upgrades as it
touches the core of the electoral process. It is an
opportunity to solve some old electoral problems
but also creates new ones, many of which are not
of a technical nature.

Recommendations

Wolf made the following recommendations:

* Define clearly the goals of the implementation
of e-voting. These goals should be focused
on improving the electoral process in some
way. Only with these goals in mind will EMBs
be able to establish whether e-voting is the
solution they are looking for within their
context.

*  Be aware of the challenges. No e-voting
system is perfect, and there is no standard
system in use in any given country.

e (Get the buy-in of key stakeholders. It will
be near impossible to implement e-voting
against the will of a significant number of
stakeholders in a country.

e Provide for auditing and certification —
these aspects are very important to the
establishment of trust and transparency.

*  Allow enough time for technical
implementation and social acceptance.

e Plan for training, professional development
and civic education.

e Calculate the real costs of ownership, not just

the once-off purchase costs.

e E-voting will not make up for a lack of trust. If
there is a problem with the trustworthiness of
the existing electoral process the issues are
likely to be magnified rather than diminished
by the introduction of e-voting.

4.1.2 Question and Answer

Manny de Freitas, a member of Parliament,
expressed his concern about the lack of
transparency of e-voting systems and the fact that
they are left in the hands of only a few people, thus
reinforcing a lack of confidence in an electoral
system. He maintained that there would be new
problems associated with e-voting and suggested
that before e-voting is considered, the IEC might,
through electronic means, create statistics and
reports from results that have been created and
developed during various elections.

Asked by Reuben Baatjies, of the South African
Local Government Association (SALGA), whether
e-voting could make up for a lack of trust in an
electoral system, Wolf said he did not believe so.
Many European countries saw no reason to move
to an e-voting system and indications were that
they felt that internet voting was a more exciting
opportunity for the future.

Red Haines of Bharti Electronics, convinced of the
benefits of e-voting over a manual system, said he
believed there was no need to reinvent the wheel,
as evidenced by the fact that Brazil and India have
been using the system successfully for a number
of years. He emphasised how much paper was
used every year in South Africa to print ballot
papers. All costs related to paper and printing
could be channelled towards the capital costs

of the equipment, he said. Haines also believed
that e-voting would contribute positively to the
environmental campaign, a view with which Wolf
agreed.
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5.1 INFRASTRUCTURE REQUIRED
TO SUPPORT E-VOTING
AND COUNTING: MR TROY
HECTOR, ACTING MANAGING
EXECUTIVE: GOVERNMENT
BUSINESS SERVICES AND
LARGE BUSINESS SERVICES,
TELKOM

Information and communication technology (ICT)
is vital in any election as it runs in the background
and determines the success or the failure of the
election, said Troy Hector.

Definition of ICT

The definition of ICT, he said, is a symbiotic
relationship between a stand-alone device and

the network, communicating seamlessly and
securely across a reliable platform. He argued
that this definition gives credence to the argument
for exploring and using ICTs for South African
elections.

The South African Context

Hector said it is important to know whether
South Africa is ready for an e-voting environment.
He cited the fact that ICT during the 2010 FIFA
World Cup Tournament was up to scratch,

with no millisecond of downtime throughout

the 64 matches. This, he argued, speaks to the
world-class standards of South Africa’s ICT
infrastructure.

The South African ICT landscape is an interesting
one, he said. Research carried out in 2011 revealed
that 40% of the population consumed 80% of all
ICT services — fixed and mobile as well as internet,
in 17 districts that cover 3% of the total land mass.
He further estimated that 97% of the population of
South Africa is currently covered by ICT services.
Data from 2013 has shown that there are currently
69-million subscriber identity module (SIM) cards
in the country and it is anticipated that by 2016
there will be 20-million more, reflecting a healthy
consumption of ICT services in the country. He
also pointed out that 34% of South Africans have
internet access.

Utilisation of ICT by the IEC

Telkom had been working closely with the IEC
since 1997, said Hector. One of the most important
aspects of this relationship was that the ICT
employed should be scalable and reliable.

The success of e-voting technology in South Africa
is dependent on a seamless link between the IEC
and the citizen, he said, arguing that capacitation
of the IEC from an ICT standpoint is crucial in
showing the Commission’s preparedness for an
e-voting environment.

The following are the ICT requirements for an
enabling e-voting environment;

* Basic voice communication that can be used
for confirmation of voter registration, etc;

* Ascalable, reliable and flexible network
that can collate election information and
transfer it reliably to one central point. All
information must go across this network in
an uninterrupted manner to ensure that it
reaches its destination securely and safely;

* There should be no interference in the
network transport protocol, thus the highest
levels of security standards available on a
global scale should be used to ensure that
what is transmitted from point A to point B is
delivered securely;

* There should be failover system in place,
which acts as a back-up in case the main
production site is lost.

Mobile Technologies

In the 2009 elections, Hector said, the IEC started
using mobile technologies quite aggressively. He
proposed that these technologies be incorporated
even more widely in the electoral process.

For e-voting to become a reality in South Africa,
Hector argued, four important steps must be
taken:

e Integration of a virtual private network,
providing connectivity to all the provincial
offices of the IEC, all the municipal offices
of the IEC, the headquarters and also the



disaster recovery site, providing secure
connectivity to every IEC office in the country.

* Building of important partnerships and a
demonstration of the core competencies of
ICT in elections.

*  Provision of the means by which citizens can
interface electronically with the IEC.

*  Provision of a regulatory and legislative
framework to enable citizens to communicate
or interface electronically with the IEC.

It is important, Hector said, to find out how
citizens connect with the IEC, especially through
the use of ICT.

According to Hector one aspect that has not been
addressed in terms of the machines used in those
countries that have adopted e-voting is that they
are not connected to a network, hence there is no
assurance that the source code for one machine is
the same as that for the other machines.

The E-citizen

He also pointed out that in South Africa

citizens would, firstly, expect a very high level of
professional support capable of addressing any
queries, either electronically or via telephone
interface, within the organisation itself. Secondly,
citizens would expect real-time information.
Thirdly, citizens expect full utilisation of the
knowledge economy where information is shared
on any platform available.

Hector advocated the use of telephonic e-voting in
South Africa, arguing that if a citizen can securely
and safely conduct a banking transaction across
a mobile platform as well as conduct e-filing of tax
returns, the same systems could be adopted for
e-voting.

He also argued that social media platforms have
been successfully used in other countries for
parties and politicians to interface with their
constituencies and proposed the use of workable
and eco-friendly e-voting solutions that can be
used provided the right security standards are put
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in place, instead of automatically opting for the
machines being used in other countries.

ICT Advances — The Poken Device

Innovative devices such as the Poken could be
considered, Hector said. This device is used for
the electronic exchange of information within
seconds. It could, he said, be used by the
Department of Home Affairs, allowing citizens
to access all constitutional documentation in an
electronic format in real time. Such technology,
combined with social media, could become a
powerful means of communication, he said.

Benefits of Using ICTs

Troy said the use of e-voting methods would
significantly reduce South Africa’s carbon
footprint through paper and fuel savings. There
would also be an economic benefit. Funds that
had been used to print and transport ballot
papers could be used for voter education or
investment in additional ICTs to ensure proactive
and constructive engagement with citizens. In
addition, e-voting, he said, would expand voter
participation by allowing people to cast their vote
from any enabled electronic device.

Critical Success Factors

Critical to the success of an e-voting environment,
Troy said, would be an enabling legislative
framework. Another key success factor is ensuring
the security of data. There was no need to reinvent
the wheel, he said, as such technologies are
already being used by bodies such as the South
African Revenue Service. The final requirement is
a valid audit trail, enabling a vote to be securely
and safely traced to the voter.

Is South Africa Ready for E-voting?

Troy argued that South Africa has the ICT
capacity for e-voting, saying that it has the most
progressive ICT infrastructure on the continent.
He recommended that the business benefits

of e-voting and the promotion of green voting
methods be further investigated.
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5.2 QUESTION AND ANSWER

Costs of E-voting

Dr Margaret McGaley said there seems to be

a misplaced view that electronic elections are
cheaper and more environmentally friendly than
manual elections, yet there is no evidence to
substantiate this.

Hector responded that there is a need for protocol
analysis or research into whether e-voting is
cheaper. At face value, however, he argued that

it seems as if e-voting is the more cost-effective
option, considering that many citizens already own
mobile devices.

Audit Trail versus Voter Secrecy

Dr McGaley said that whereas in financial
transactions one is able to keep a detailed audit,
such an audit would not be ideal in the context of
elections as it is important to retain the secrecy
of the vote and not link vote to voter. Judge Paulo
Tamburini also believed that an audit trail in
e-voting would compromise the privacy of the
voter.

While there was a vast difference between the
security of financial transactions and that of
electronic voting, Hector said, the comparison
served to demonstrate the security and privacy of
electronic technologies.

Capacity and Timeframe of Proposed
Solutions

Mervyn Cirota of the ID asked whether Telkom had
the technology to do a pilot run of e-voting to get
feedback on how the system would work.

Hector said that, with some tweaking or refining of
the back-end system to accept electronic data so it
can be tabulated and consistently audited before it
is actually released, the technology to deliver pilot
e-voting is ready. Telkom’s ICT infrastructure, he
maintained, is world class.

Technological Penetration

Penelope Tainton of the DA argued that while
technological connectivity is good in urban areas,
the same cannot be said for rural and other less
developed areas in the country. Thus, she argued,
a high percentage of usage is concentrated in very
small areas of the country, raising the question
whether the technology will be accessible to the
majority of citizens.

Peter Smith of the IFP enquired about the
statistics of smartphone coverage in South Africa,
saying the technology would be required for the
higher level of complexity involved in e-voting.

In response, Hector cited a national broadband
paper which promises that by 2022 every citizen
will have access to a broadband connection.

Smartphones in South Africa, he said, are
becoming progressively cheaper, though he could
not quantify how many of the 69-million SIM cards
in the country are inserted into smartphones.

Technology as a Campaigning Platform

In response 1o a query as to whether the
technology Telkom proposes offers political parties
campaigning platforms, Hector said the platform
will allow any political party or any member of
Parliament, to engage electronically with users
using unified communications.
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6.1 PLENARY DISCUSSION

In the last part of the seminar delegates
considered whether South Africa is ready to adopt
an e-voting system and, if it is ready, which system
would be most suitable.

Stakeholder Consultation

Peter Smith, a member of the National Party
Liaison Committee, said he did not believe a move
to e-voting is desirable as the current system is
fairly robust and trusted, but encouraged the
Commission to keep discussions on the subject
open.

Masizole Mngasela, DA representative on the
parliamentary Portfolio Committee on Home
Affairs, and Piet Uys of the Freedom Front agreed
that there was a need for further engagement

on the subject and thanked the Commission for
opening up the debate. Penelope Tainton of the DA
gave the Commission credit for being trusted by
political parties, stakeholders and by the citizens
of the country, saying the discussion about
e-voting gave it an opportunity to build further
credibility.

Mervyn Cirota of the ID proposed that a team be
set up to investigate e-voting in South Africa.

Thomas Mathebula of the African People's
Convention argued that while it is important not to
rush the process, the Commission must also take
into consideration the fact that South Africans

are becoming technologically savvy and thus

the engagement process cannot take forever. He
argued that there must be a timeframe attached to
all stages of the process.

Cost of E-voting

One of the delegates raised a concern about the
costs of e-voting, stating that a cost-effective
method would be more likely to guarantee buy-in
from stakeholders.

The Machines

Another argued that in considering the possibility
of introducing e-voting in South Africa the

Commission should take into consideration the
right of voters to choose and to change their
minds, as one concern with regard to e-voting
is that once a choice has been made the voter
cannot change his or her mind.

Some delegates believed South Africa should
do as the Philippines did — give vendors an
opportunity to showcase their e-voting machines
so that communities can become involved in the
process.

Turnout and Convenience

Reuben Baatjies of SALGA argued that for e-voting
to be an incentive it should provide a correlation
between turnout and convenience. He proposed
that the testing stage of e-voting should be
coupled with manual voting.

Dr McGaley argued that there is no evidence that
e-voting systems increase voter turnout, hence
the need to investigate further the purpose of
implementing e-voting technologies.

Homemade Solutions and Timeframes

Some delegates argued that there is no need to rush
the e-voting process, but felt that the IEC and South

Africa’s electoral stakeholders should come up with

a homemade solution to suit the local context.

Kwankwa Ngabayomzi, Deputy Secretary-General of
the UDM, said there is need first to consider proper
planning and sequencing, not only of the public
discourse around e-voting but also of the series of
steps South Africa must take as a nation before
rolling it out.

Other delegates believed that while other countries
have taken longer to implement e-voting this does
not necessarily have to be the case with South Africa
as this country can learn from the experiences of
others.

Hlomani Chauke of the ANC warned against rushing
to change the current system and another delegate
argued that while it may not be necessary to fix the
current system there is a need to plan for the future.
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Aims of an E-voting System

Advocate Tlakula said that countries that have
implemented e-voting were addressing particular
challenges and South Africa should review the
current system to establish the challenges and
loopholes in order to improve on the system.

Tainton agreed, saying there is a need to examine
constantly how the country can improve its
systems. She pointed out that in the South
African context the e-voting system should take
into account multiple languages; whether it
provides a better method of dealing with some
of our complex ballot papers and the logistical
distribution challenges the country faces during
election campaigns; whether it simplifies the
voting process; is more efficient and produces
faster, more credible results. The system, she
pointed out, should also provide for improved
development in ICT areas as well as improved
voter education.

Mawethu Mosery of the IEC summed up the
discussion, saying there are many socio-political
considerations that require more platforms for
exhaustive discussion. Red Haines concurred,
saying the IEC should start looking into the
technical implications of e-voting.

Dr McGaley reiterated that it is important to

note that the people selling the machines do not
necessarily have the same motivations as the
people who will use them, hence the need to elicit
independent views instead of relying wholly on the
opinions of the vendors.

6.2 RECOMMENDATIONS

The recommendations emanating from the
seminar, as summarised by Mr Terry Tselane, Vice-
Chairperson and Commissioner of the IEC, were:

* The IEC should not rush to implement an
e-voting system but should consider all
aspects of such a system, including the larger
population;

* Technology should be created for the e-voting
process that will enhance the experience for
South African voters; and

*  South Africa is a young democracy and the
e-voting process should not compete with
other important national agendas.

6.3 CLOSING REMARKS -
DEPUTY CHAIRPERSON OF
THE IEC, COMMISSIONER
TERRY TSELANE

Tselane concluded the seminar by thanking all
delegates for their attendance and contributions
to the discussions, stating that the Commission
had been enriched by all the views. He pointed out
that the complex part of introducing the e-voting
is mostly socio-economic and political, but that
there is also an interplay of environmental factors.
In particular, such issues include the rural/urban
divide and the legality of the system.

He said the point of the seminar had not been to
ascertain all the answers to the questions raised,
but to begin discussions and interrogate the issue.
He said the Commission is confident of the level
of democracy in South Africa and of the fact that
it has reached a level where relevant stakeholders
can enter into a discussion on e-voting processes.
He pointed out that whatever system is introduced
it must incorporate the IEC’s key competencies of
independence, impartiality, sustainability, integrity,
transparency and credibility.

Tselane concluded the proceedings by thanking
the IEC commissioners, presenters and
representatives of various organisations from
within and outside South Africa.

6.4 CONCLUSION

E-voting does not produce straightforward
outcomes in terms of performance. This was the
overriding conclusion drawn from the seminar.
From the presentations made by various experts
and electoral practitioners and the attendant
discussions, it was noted that, clearly, there is no
perfect e-voting system. Experiences in countries
such as India and Brazil have shown that e-voting
can speed up the processing of election results.
However, in none of the cases presented is there
clear evidence that e-voting reduces the costs of
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elections. In addition, the question of transparency
of the process of voting using various technologies
remains critical but unattended. None of the
countries practising e-voting has managed to
circumvent the problem of transparency, which

is a central aspect of any electoral process —on it
hinges the credibility of the electoral outcome.

As with other aspects of the electoral process
the application of technology can produce mixed
results. Most of the countries that have benefited
from the positive aspects of e-voting, for example,
India, Brazil and the Philippines, are large and
have very large populations. Countries like
Germany, the Netherlands, the United Kingdom
and lIreland, all long-standing democracies, have
abandoned e-voting because of various inherent
inadequacies.

Drawing on the comparative experiences of those
countries and the lessons that have been learnt, it
is imperative that South Africa assess its current
electoral needs and whether and how e-voting
might serve them.

Taking the foregoing into consideration there is,
therefore, no straightforward answer to whether
e-voting is an enabler or disabler of electoral
democracy. The seminar thus served a very
useful purpose in enlightening the key electoral
stakeholders in South Africa about the practice
of e-voting by enabling them to learn from
international experience. This initiative, under the
auspices of the IEC, is indeed important, as it set
in motion the centrality of dialogue on an e-voting
venture with a view to ensuring broad-based
consensus should South Africa wish to pursue it
in future.
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E- VOTING: AN ENABLER OR DISABLER TO STRENGTHENING ELECTORAL DEMOCRACY?

APPENDIX 2

On behall of the Dlectoral Commbdicn of South Alvca, | widh ta welkomse all
derlnpatii And porienbert - Fpecially the preiesters from octide of South Africs -
fo Ehis wmina on electronkc woflag or evcking. and sourfing technclogies. Thin
wmings it the first of itx Bind bo be oenwesed ia South Alnca under the uspares of

the EbecRiniil CoivessHiah.

Ovie of he Arabsgic eijicrives of the Cofmmbdios B 10 efitere Ohal [he of ERsrastah
mmany 3 pre-amnent clction  management  body  that weeks  conbinegun
mprogermeat and innowation throwgh the we of techrology, Furthermere, the
Comminion aims to strengthen ebechoral democracy i South Adrica, and povition
icuel a5 a thought keader i elerioral democracy. ALcordingly, the prmary obpective

of CofreEng (NS SEmRaT H 10 SCiains B objective.

Thi sernina sl to ramine the crows-nalionsl reperesce of r-voling techaokegem
Ep wery of country cane sluders and highlighting Ery braom learmt. The seminar aisa

alffords ws an cpportuniy to decuna your views on evaling — @ bey domets

ks e




At the asnouscemend of the natkoaal 33d proviacial election resuis in 1009 in South
Alvies, the then Predident of the Aepubls of South Afves challenped the Clecroral
{ommision to roamne the concept of paating techaaloges. The Scuth African
PFaramentary Committer on Home Ay, to which the Commasion reports on
work, han ahg thown an mberest i the wbect of evoting. Subseguertly, the
Commiston CommAasioned seonadaty reseanch ntg the incernational espesienoe of
ol Thes semings aims 10 further bioaden owr understarding of the sulject &0
as by obiain & deepsr and Soie easded enderadng of evsting e ghobal
practibonent and reperty

Freseatly, no femal posEion of view on esobisg Aot Been adoghed by the [lectoral
Commistan The Commaskon B oof the whew thar 3 thicoegh caaminaton of the
RO A RTEE e e o3 prEnegelsne 10 RlopEnE an iefoemed poaibken on the
iubgect Evidently. there e advastipes. daadvantages, cosls ssd benedis o &
wviling. WEIkt we an South Alicans rerd 1o be cognhant of the global Fapeiierece of
e-vobng ubimsbely & decuion on whether fo sdopt e-voling will need to be

wnoerpanned by, ard b sesaliter o, the Smith Slvicss ooatest — efocrmed by ur

dEmapiaghes, poBLal Dulurg, SCERDIOEE BAATGITENL, Tiardial Caseidy,

it il el indracdbneetunsl agabditied, Sl 55 otk




E- VOTING: AN ENABLER OR DISABLER TO STRENGTHENING ELECTORAL DEMOCRACY?

By weary of sefting the wene for this sesings, please sllow me 10 thare with you weme

of the highlights from ouwr wudy inks the plobsl reperience of e-veting.

® Apprasisately one out of every three, or cne thikd, of cousbries that may be
defied as elkecioral demooracks have siher mplemenied seme Tom of &
wobing oF ane cunrenily eape i e nting with & voting.
Both dewrioped and dewrloping counirgs baer implemested wome form of «
woting. [-¥oting i not umgly the prewerse ol deweloped countries Indeed,
India and Bragil are consadeced glabal leaders in the uwe of evoting. We ae
priwibeped bo b jodreed @t this semiasr by representatiees from ndia aesd Braail
who il b shirng with i their eaperienie ol esting. Ako pHnng us B an
expart from the PRibppned - & country that relatheely recently infrodused o

wirting with mech wcces,

A wery dmall pomber ol AfCan CousDises G FLATONE 10 Expermenl with &
vabng, mchdng Mambia and Kemps.

Whikt apprommacely one thing of the workl's electors demooracies bave
e bed OF aie Lk enper et with &g & small rum bier of
coutbiees have feiently shandoned e e of e-voling. Incheded in Dhis group
are Nolsnd, Germany, the Unged Knpdom and ireland. W ame priiieged ko
hasve with us at Ehis seminar 3 repressstsbave Trem Ielarsd who w9 ireobed
i the Irith enperiene of e-voting. ssd who offers a perpectiee from 3 owil
SDLATY LA G300,




Thare are many diferent types of eoscbing Sechngloges. Dosdly wgeaking. o
volng =y B prouged B0 o Man Tipes evolbng 1eiBaokages that sie
uied in &% efearoressl Bl & comroled By an elechod Sanaierment Body:
and pwling bechrologies hat sre made avslible o vben n esaronmenty
Bhat orr et i M confrod of sn electon mansgemant body.

Bampier of evobtig telbnolage-s ubsd o the ooabiol ol an ekecton
managermen! Body mokde elerlrosic woling mackines & used i India, Brard,
Auis, Venriuria, the Mhdpgne and the USA

Evi il ool e-wipliiegg Bic nolioged wied 8 enivinonime s oulskds of 1he oot
ol 3n Heien Matagemest bidy 08 ) fe=ole Bidd nchde SRer el soling,
fax vetmg snd Erirphane vebng, Kemobe rocting hechaologes aor dilathe in
Canada, france, [Morea, Fagan and the U

Thetre B Sy Arengihs sd weslkneites asbaciated sith e waisis gt
of & eeting TR nokagied. A kirg advaseage of & vaBng s The fnd and Becurate
eomting of wotes, legether with a reduction in the sumer of spoilt ballot
rat The grewn factor Baked bo e-woting technologies i 3l 3 bey advantage -
a decreara bsothe e ol pager Babots, a5 wiell a5 e need 10 Trasspoet and

Some ol the divadvantages sasciodrd with evohing irclude the high

mionetany costs; coscems aeound the secwdty of the data; a reductios in the
branspaneraly of the woting peooess: aad the ok of coradsiesr global stardads

b CEFTly B e i vl Bkt




E- VOTING: AN ENABLER OR DISABLER TO STRENGTHENING ELECTORAL DEMOCRACY?

# Some of Be key kesseny eaerk from the intemational esgerience gn ovoting
e iuge The | Dbowng

o i, the global caperiEnie o &voling apisart 1o B mbed, with no
dincersible mowe lowardh, of awary fros, e-voling.

Twu, whilit giment sl e-vobing technglogy han bevs compromned in
one way o 3nckher, & would sppear that certsin electoral demos race
are preparnd to acoept thess rinks, whikis others s not.

- Throee, the impamance Oof COSGEVT SperECily  [INRIE BE Over
emphanised whes decding on an approgriatc sethod of woting.
Rreordngly, the dechann os an aptimal vobng methad ot be
informed by the demographice polbcal culture, woio-economic
enwimnmert, sonomic and fisanciad capacky, ad isstitutional and
nfrasinectural capabdinies ol the cosnbry.

- boied Teeally, & Aemrpeiect vl 10leton may be baalsble. Howeeer,
the protev of mirofucing & méw techaclogy in 0 country noa
importast s the poduct #ued. Tha procen needs tn be undenpinned
by Erasaparendy, incluketty and trast Falure §n0 manage the pooess of
harge Irem a0k vating =ethod To ancther i Blosly to derail the

L CEd o Che Eroficn.

We have a bascinabing lne-wp of presenios over the net beo days.




dur e presenber =l piovide uh with & Sern-vel deervies of the ematsnal
wuprrienoe of pownting,

We thaen moree indo weveral counbry case shudies. inghuding Insdis and Beail which s
Conts b e Weor b RO o B s of £ RDAE J PECERE COTRET D0 € WIRRIE Dk g

the Phdgpries, o%d & courliv Uhal Byeiled conidderable meney o0 ellon - &

votimg brforr sbandoning the gropet reland.

A1 the concheiicn of the cine Budiei, we will explare some of B kiy Fvon Eamt
ardd photal bett practioes rebded by e-yebing belom furning owr atbentios b the firal

sewphon which will examine fe bmipdicathons. for Soeth Alrica.

0o aeiman rhal Shebeipaled sl fasd che poodeditgis aid debiled B e el Do

dirgt maprng and oot proveking. W have Sane evefything periaible 1o mare
peaar éSminrt o the ddminis wnue.  We Berefons call o8 you 15 eejty Sur
Bayagibality

We nnce mone wekiome you anad winh you 3 e cesiul e sbimulstisg sesmbrar

I thank you
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APPENDIX 8

Electronic Voting and Counting
In

India

State-of-the-Art, User Friendly
and Tamper Proof

VY SSampath

s EEEEE——

Demography and major challenges in
Elections in India
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ﬂnmpared to the Wnrid
Fopulation  Electorate

. Enfrg Evioms (B0 Coumies §| = T3im A
¢ Ending Adricy {5 Coiininias = B m HEE i
. Mok Asvedes (41 Countied - E38 m 224 i
& Do Amisrios |15 Counirees ] - AEE M 255 mi
+ MAS Amarica {35 Countries ) - 290 m S0 m
- - 1,390 m TG

. Commonwesth (52 coutdes & inda - BO0 m appro)

e il
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The Complexities
- It's not just size and magnitude.

= Il Iz about the pain laken to ensure the value attached o
aach vote s honored.

« Democracy even at the remotast locations
« Separate polling station for a lone wvoter in the Gir Forest of

Gujarat
= 12 men

'ﬂ'-ﬂﬁﬂl'l_ﬂlﬁ

[ in

km in knee-deep snow to reach a poliing

im0 FPUANCY -.l:l.": M

« Using elephants, camels, boats, cycles, helicoplers,

trains to ferry EVMS and polling teams
= Countrywide “wulnarability mapping”

~ Tracking information from each polling stations

Sl e e B R L e
=0 B 11 =~ M - 1 3
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G.E.2009: The Ballot Field

= Mumbar of Pardlamartany Tonsitusncies: 543
= Toal ©arstastes @ ST

+ g nemined of Cendedsies in edah Conatiuency. &3 (Chenne South PC
Tl

+ AW Bddd Poding Statdoras (Mow theate aeo Ging Milion Poding Stationa)
= 11 bilkon personnel deployed for pole

+ 10N CPF used in B phasss of polis

* 110 Spedal Traine / M0 coaches for mowement of CPF

Different Types of E-Voting and E-
Counting Technologies used in the

World
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Different Types of E-Voting

= Polling Place E-Voting-
— Direct Recording Machines (India, Brazl etc.)
— Direct Recording Machinaa with VVYPAT
{(Venazueala)

— Paper ballot with Optical Scanning for Counting
(Some States in LISA)

* Internet Voting —

— Tried on a limited scale in some countries a.g.
#.u:lril. Bng-_d!,_uah elc.

YO 30 & NONERG DECRR 1) NGNS Dy SLRG Eeciion .

The Story of Indian Electronic Voting
Machine
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The Concept

* |dea mooted by Sh. 5.L.
Shakdhar the Chiaf Election
Commissionear in 1977

* Recommended E-voting o
save avoidable and
recumming expenditure on
prinding, storage
[ransportalion and seclnty
of Ballot Paper (o the
axchequer (Approximately

12000 MT of paper will be

neaded at a total cost of Rs

578,400,000/- in each

Development of EVM

« Electronics Corporation of
India Limited (ECIL) a
leading Public Sector
Company engaged in the
design and manufacture of
professional electronics
was commissioned to
design a machine to prove
the feasibility

= Once feasibility was
established, Bharat

Ekactronics Limited (BEL)

- e
SURN-SC=RRY NN
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Development of EVM

Fouveny tlar Neaallor baer wary

+  Both the companies (ECIL &
BEL) braught oul models with a
common User Intedace in 1980

= Tha machines wade axtansively
tried Qut at locakons across the
country

*  Publicity campaigns were run in
the press and other media

= Saminan conduciad by Elecion

Commisskon of India in various

P -r--|.|-a-.|l,.-q--|.1-|..|.-.-_.-.:=||l-||-|--

SLONCET e

How dioas e rasching opeereis in B is indepondond of mains posser ond
ieirile afead wilhoul slecinic poswer T apsstales oh & spocial powel pack (7.5
vaols batiery)

Can tha dala be slored lond anoegh le Al the dala s recanded on non-volatils
b usaed as evidence ina cout of e dua] redundant memory chips and can

i casy af alaciarnl dmpiios 7 Bun fod daryind or yodrs avein when iBo
powar paeck i rommorend
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The Journey of EVMs -1

« Decision to use EVMs taken in a meeting on
29th July, 1981 with BEL, ECIL, Law Ministry
and some of the CEOs

= First used in 50 polling stations of Parur
Assembly Constituency of Kerala in May
1982

= On S5th March 1984 the Supreme Court ruled
Inmuhqipnpumhnmmﬂm:mnnqghu_

The Journey of EVMs -2

« Matter of use of EVMSs was referred by the
Governmant of India to Electoral Reforms Commitias
in February, 1990 consisting of representatives of
saveral recognized National and State parties

= Expert Committes constituled by the GO, consisting
of Prof. 5. Sampath, Chairman RAC, DRDO, Prof.
P.V. Indirasan, lIT Delhi and Dr C. Rao Kasarabada,
Director Electronics Ressarch and Development
Centre, Trivandrum. Expert Committes unanimously

mmended use of EVMs. o
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The Journey of EVMs -3

The law was amended by Parliament in
December, 1988 and a new section 61A was
inserted in the Representation of the People

Act, 1951 empowering the Commission to
use voting machines. The amended
provision came into force w.e.f. 15" March,
1889, On 24'" March, 19892, neceassary
amendment to the Conduct of Elections

Rules, 1961 was notified by the Govemment

T
‘The Journey of EVMs -4
« From 1992 to 1928 Commission created awareness about EViMs
by demonstrations and mass media campaigns

= Since, November 1958, EVMs have bean used In avery

genarallbye alactions

= Ganeral Elections to Lok Sabha in 2004 and 2009 ware conducted
axclusivaly on EVMs

=  Further improvemeant in tachnology was broughl aboul in 2008,
Fealures like date and time stamping of all keys pressad and
dynamic key coding were added

= New model of EVMs was again evaluated by Expert Commities
consisting of Prof, Indéresan, Prof. Shahni and Prof, Agansal of IT
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&

Masked/OTP microprocessor - Software code can
neither be retreved nor altered (Hex-code burmt
into the chip

Software developed in-house by BEL/ECIL
independently

No operating system

Stand alone machine
Mo input possible from any source Exﬂﬂpt ballot unit
Double redundant resilient memory st a for

mmhrmtﬂnhﬂﬁatn“Mnummﬂ{u attery

'EVM — Operational Features

Custom made to fit into procedure of balloting

Each EVIM ean cater to a maximum of 64
candidates with 4 Ballot Units cascaded

Once the close button is pressed the poll is closed
and no more balloting can take place

After a voter casts his/her vote, the machine goes
dead till the presiding officer enables the ballot unit
again by pressing a button to allow the next voter to
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Administrative é'E%E:'EUEI'dE-'E

« Secure storage, mostly in treasury strong
rooms. Polled EVMs are kept in strong rooms
which are guarded 24 hours by armed police

= Candidates and their representatives can put
their seals on the locks and are allowed to
keep a watch on the strong rooms round the
clock

. Flmtlwul mmﬂmmmm

Administrative Safegh' fequards -1

« AL least 1000 votes polled in at least 5%
EviMs randomly selected by political parties
and candidates during FLC and Candidate
Set

= Sequential Prints of results of these EVMs
given to candidates and political partias

= Security at warehouses — No windows, only
one i:lmr d-:ublur lock systam, np-urmd only in
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T

Administrative Safeguards

« EVMs are randomized twice using a computer
software in the presence of candidates and their
represantatives before every election

« Candidates and their representatives allowed to
check as many EVMs as they want at the time of
candidate st bafore the alection

« The exac! sequence of candidales In the ballol paper

is known only 14 days before the poll as the
sequance is in alphabelical order of the names of

B st o

Administrative Safeguards — Sealing
= Atthe time of FLC = Pink paper seal on CU

*« At the tima of Candidate set-

— Thiid smal bor the "Candicdabe Set” and Poawed Pack [Ballery)
Sochcin of Confral Lind after sedling of rmbsar of corfestng
e Wit ea and nstallsiion of hatbany.

- Thresd seal bor Babol paper soreen of Balloting Uné® afler Soang of
ballod paper.

= Thereafker, wo 1hreed seaks for Ballot paper oowes of Ballofing Lni
= Pink pogry sssd on Bl

= After mock poll in Polling Station —

= Grwan paper seal signed by paolling agenis and pressding officer lor
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Administrative Safeguards — Mock Poll

« Mock poll of 1000 voles in at laast 5% EVMs salecled
by political parties at the time of First Level Check
{FLC)

* Mock Pall of 1000 votes in at least 5% EVMs
selected by candidates at the time of candidate set

= Mock Pall of 50 voles before the poll in every polling
station

* Mock Poll in the polling station if an EVM is changed
for.acy raemon hefoce this pos 1 e ne EXM

Malfunc.‘tinn in EUMB
» The rate of malfunction is very low {(0.1%)

» |f result is not displayed for some reason it is

possible to connect an Auxiliary Display Linit
{ADL) to see the result, If this does not work

the result can be printed out

« All malfunctioning machines are kept
saparately. Manufacturers run complete
dlqnnmﬂm un‘tl'mrn t:r dumrnirm the Huu
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—
Process of Polling by EVM

= The voter is identified from the voters' list and records
his presence by a signalure or thumb impression in
the Register of Voters (Form 17A)

« The Presiding Officer presses the "Ballot™ button on
the Control LUinit enabling the EVM for only one vote

= The voter then proceads to the polling cubicle and
mmmmmmwmﬁpmmum_ .

P ToCaas O POIIG DY VI

= A red lamp glows against the nama and symbol of the
candidate indicating to the voter that his vote has been
cast in favor of the candidate of his chowce

= The casting of the vote results in a beep in the Control
Unit indicating to the Presiding Officer and polling
agents that a vote has been cast

« The EVM goes dead after this, Mothing will happen aven
if the candidate butlon Is pressed on the ballot unit

= The presiding cfficer has to enable the baliot unit by

PORESing tis [ EBMNOE.hation o, the poatrel yai for. e
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Closing the Poll

« The cap on the “Close
Button”™ on the control unit

is remowved and the button
pressed. After this no more
votes can be cast in this
machine.

= The cap is then replaced

The unit is then switched

—_—
E

l‘f.uunting & Results

= Onca the EVM ks brought o tha
counting table all sesals are
checked to ansure that they are
intact
« Afer getting ready 1o note down
the rasull, the green papar seal
over RESULT Button is peerced
and RESULT Button is pressed
» The machine first displays the
total number of voles cast, and
then the voles by each candidate
one by ona
* Tha result is nated by

iy !_._l.i-.'_.l i __I..-.I.__. ey e =l o SRR ._.‘. e
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P

Scrutiny by Courts -1

Bombay High Court (Nagpur Bench) and
Kamataka High Court in two election
petitions. Both courts were satisfied about the
non-tamperability of the ECI-EVMs. The
Karnataka High Court went to the extent of
observing “this (ECI-EVM) invention Iis
undoubtedly a great achievement in the
electronic and computer technology and a

national pride”

Scrutiny by Courts -2

« Kerala High Court has also recorded its
appreciation of the efficiency of the mechanism of
the ECI-EVMs

= The Madras High Court held that: “There Is also
no question of intreducing any virus or bugs”™ It
further cbserved “The contention of the learned
counsel that the use of EVMs in Japan and
United States of America proved to be a failure
ntnwlll mhﬁmwm In Imlh.wllumt
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Advantages

= Modemisas the election procass

= Lsar friendly — can be used even by illiterates

« Simple to operate and can be installed in a short time

* Presanses voling secrecy

= MO scope for invalid voles

» Facilitates quick and accurate counting — possible 1o
declare results inslantaneously

= Ra-usabla by simply arasing voles recorded in sarliar
pall

Advantages

= Huge expenditure invalved in printing, storing
and transportation and security of balliot
paper can be avoided (Approximately 12000
MT of paper will be needed at a total cost of

Rs 578,400,000/- in each pardiamentary
election)
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T

e tatas

 Environment Friendly —

= If Election is held in the entire country using ballct
paper then 12,000 MT of paper will be neaded

- One MT of paper requires felling of 24 full grown
treas so we save 282 240 trees in every alection
by using EVMs

= One MT of paper needs 680 liters of water so we
save 8,160,000 liters of water in every alection

Future Plans - VWPAT

Manufacturers of EVMs have developed a
prototype WVWPAT with thermal paper printers to
be used with EVMs. The prototype was tested
in five places in the field in July 2011 and 2012.
Several improvements have been made since
then and ECI has now decided to use EVMs
with VWPAT in a Bye-glection
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Future Plans — New model of EVM

Manufacturers are working on developing a new
model of EVM which will have additional
features like —

— Code verification and unit authentication

= Public Key Infrastructure (PK1) authentication

= Possibility of code in public domain

= Intagrated VWPAT

l:mnrrnihn l:l' nhuimntm wﬂmmr

Lessons from the Indian Experience
= Electronic Volting and Counting makes election
process faster, simpler and tamper-proof

* Provision must be made in election law before
EViMs are used

= Electronic Voting should be introduced gradually
in the country

« Consultation with all stakeholders is a must
. v-:rlarﬁﬂumﬂnn l'niha uunfEWﬂniﬂdEEﬁ‘EHE
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#‘ Flnrirw E rersrresses vl Sefen

Sub-Units of EVM

Inlidcnrmciing Cabke

- IPp—

Ballot Unit - Details

- Repdy Lamp
- SEta Swiloh Wineless

_. Candelsia’s Buiton

Canddsies Lamp

. Bafod Papear Soroai
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Ballot Unit - Internal parts

Foeadly Lamp

Sidhs Sotteh

CanrtE s Bt
making Tab:
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@ e
Control Unit - View of Bottom
Compartment

Puossele Srafoh -

Canngace for
Irrzerinectog Cabls

« — —— [ —

Control Unit - Display Section

il Gy
Chmpay Pans

—
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Control Unit - Candidate Set Section

Cardidain nel eoctan Canckdats wat macton
Wi B DLiET S

| 1

Eregra i oin for
ool wanl

Lwicly —

|
Pugfor  Brovsion for

ki

G s
Control Unit - Result Section
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Control Unit - Ballot Section

P —

Thank You
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Country Case Study -+
Philippines Ve

* 94.9 million people in 2011 from 27.1 million
in 1960, changing 251 percent during the last
50 years.

* Voting population: 52,014,648 voters

120
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« An archipelago comprising of 7,107 islands
with a total land area of 300,000 km:.

* The islands are divided into three groups:
Luzon, Visayas, and Mindanao.

* A hierarchy of local government units (LGUs)
with the 80 provinces as the primary unit.

« The barangay is the smallest local government
unit.
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* Divided into 17 regions with all provinces
grouped into one of 16 regions for
administrative convenience.

= The National Capital Region however, is
divided into four special districts.

Geography:

* Most government offices establish regional
offices.

« The regions themselves do not possess a
separate local government, with the exception
of the Autonomous Region in Muslim
Mindanao.
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Description of Government Structure:

* Chief of State and Head of Government:
President Benigno Simeon AQUINO I

= Assembly: Philippines has a bicameral
Congress consisting of the Senate with 24
seats and the House of Representatives with

287 seats.

* The President is elected by plurality vote to
serve a 6-year term.

* In the Senate 24 members are elected by
plurality vote in multi-member constituencies
to serve b-year terms®.
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Description of Electoral System:

* In the House of Representatives, 230 members
are elected by plurality vote in single-member
constituencies to serve 3-year terms and 57
members are elected through a closed-list
proportional representation system to serve 3-
year terms.**

Future Elections:

* Presidential - May 2016

* Legislative - May 13, 2013
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Characteristics as a Democracy

IFES CEPPS 2004 Report

* Overwhelming majority of its participants
showed resiliency and a commitment to
democracy.

* There was substantial voter interest and
turnout

T
4 E IFES CEPPS 2004 Report

Social Characteristics

The patron-client relationship
Losing face
Poverty and self-enrichment

0
0
o)
o Financial and political corruption
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Characteristics as a Democracy

IFES CEPPS 2004 Report

* These social underpinnings are inter-linked

= These social characteristics are an important
part of the context

Characteristics as a Democracy

Description of the type of e-
voting/counting technology
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Characteristics as a Democracy

L1, ]

= On 7 June 1995, R. A. No. 8046 was enacted
into law

* 9 September 1996.

* Congress subsequently enacted R. A. No. 8436
on 22 December 1997

+ Ballots were counted manually.

« While the COMELEC had authority under R.A.
No. 8436 to automate the 2001 national and
local elections, Congress failed to appropriate
the budget needed for its implementation.
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Characteristics as a Democracy

* COMELEC was not able to carry out automated
elections on 2004

* On 23 January 2007, Congress passed R. A. No.
9369 amending R. A. No. 8436.

* In August 2008, the COMELEC managed to
automate the regional polls in the ARMM

Characteristics as a Democracy

.-:-_-I..ﬂ.l-l.l.‘I "1.
P "“-r..'|
3 Y

=

y Type of Voting Technology

Tvamme

* COMELEC decided to utilize the paper-based
PCOS system

* On 23 March 2009, Congress enacted R. A. No.

9525 and appropriated PHP 11,301,790,000
($233,228,569.07) for the May 2010 national
and local elections.
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,, Type of Voting Technology

* On 10 July 2009, the COMELEC and
SMARTMATIC-TIM entered into a contract

* There were around 82,000 PCOS machines
used in the 2010 polls

g4 1R
| F
1l -
St Type of Voting Technology
PRECINCT COUNT OPTICAL SCAN [PCOS)
L1 l.J--rl- |r--u-.:i
? FEac il Noveeda
/ﬁlrﬂurrn iy
oance: COMELEC
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Characteristics as a Democracy

¥ Type of Voting Technology

SMARTMATIC PCOS MACHINE AND SAMFLE
BALLOT BOX

Sossrce: COMNELEC

Characteristics as a Democracy

F Type of Voting Technology
PCOS READY TO RECEIVE BALLOTS

warce: COMELEC
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Characteristics as a Democracy

,, Type of Voting Technology

* The same election technology will be used for
the 2013 midterm and ARMM regional
elections.

* COMELEC and SMARTMATIC-TIM entered into
a contract on 30 March 2012

ALIE 3 Manual System of Canvassing
S National
Board of

Py ally
Canvassers Aol

I e

Municipal f City
Board of
Canvassers
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Municipal fCity
Baard of
Convassers

L g e o ]

ﬂ Election Retwrns

Description of the main reasons for
deciding to migrate to e-voting/counting
technologies in Philippines
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Characteristics as a Democracy

*  IFES 2010 Elections Assessment Report

= The Philippines infused automation into an
environment where electoral legitimacy has
been frequently questioned and criticized.

* The Achilles’ heel of Philippine elections has
always been the dual challenge of speed and
fraud prevention.

* In the past, counting ballots often took days,
with weeks or even months until the results
were tabulated.

- an automated election system..will ensure the secrecy
and sanctity of the ballot and all election, consolidation
and transmission documents in order that the process sholl
be transparent and credible and that the results shall be
fast, accurate [emphasis added] and reflective of the
genuine will of the people.”
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Characteristics as a Democracy

FE T
U :
-,L ¢  |IFES 2010 Elections Assessment Report

* Faster vote counting and tabulation was
intended to shorten the perceived power
VaCUuLum

* Decrease opportunities for erroneous
counting, whether deliberate or accidental, by
eliminating the subjective factor.

Characteristics as a Democracy

L E Vendor Fair

EE T

« On September 2008 Chairman Senator Richard
J. Gordon encouraged COMELEC and the
COMELEC Advisory Council (CAC) to pursue a
vendor fair

* To expose the Philippine electorate to a wider
selection of equipment and technical
solutions, an activity IFES had been proposing
since 2005.
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* |FES launched the
Election Technology
Conference and Vendor
Exhibition
(ETCVE)/Vendor Fair
from 17 to 19 November
2008

|
|
\ E 7 Vendor Fair

* Over three days, 253 conference attendees viewed the
latest election equipment and supplies from 17
international vendors representing 9 countries as well as
local election supply vendors.

= The vendor fair provided an important venue for lively
and productive discussions

* Helped to identify the pitfalls and dangers presented by
automation
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Characteristics as a Democracy

Description of the monetary costs of e-
voting/counting

Characteristics as a Democracy

* Summary of COMELEC Budget for the May
2010 national and local elections (Source:
Presentation by the Commission on Elections
to the Members of the House of
Representatives February 9, 2009)
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Characteristics as a Democracy

EfRFARES
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Description of the transition/migration
from traditional voting methods to e-
voting/counting technologies
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Characteristics as a Democracy

An analysis of the key lessons learn from
the experience of the Philippines of e-
voting/counting technologies

Characteristics as a Democracy

|
P
Wk E 7 IFES 2010 Elections Assessment Report

Human vs. Technology

« Most of the issues that have been raised in
relation to the AES are tied not to the

machines, but errors in human decisions and
failure to adequately define and adhere to
sometimes complex procedural requirements.
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Characteristics as a Democracy

;"". .'-.]

g7 IF E

‘*]r ¢  IFES 2010 Elections Assessment Report
System Certification

* SysTest labs review very thorough

* Slow delivery of source code

= List of standards imposed after contract with
SMARTMATIC had been signed

+ Significant amount of “minor” deficiencies

* Issues could be reconciled with “appropriate
manual processes”

« Accountability remains with COMELEC

Source Code Review

* Security argument of conducting fully open
source code review relevant

* Opportunities provided were too limited to
fulfill the transparency requirement

* Compromise required
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IFES 2010 Elections Assessment Report
Ballot Printing

* Delay in start of printing
 Miscalculation of number of printers required
* Failure of COMELEC lines of communication

o Need to establish who has final authority
in ballot production

o Leave ample room for errors and delays

Characteristics as a Democracy

i

+ ¢ ~ IFES 2010 Elections Assessment Report

BT

Ultraviolet Mark

* While other levels of security existed, turning

off UV reader sacrificed (paid-for) level of
security

* Perceived vs. real shortcoming
* Hand held scanners were rarely used

+ “Left door unlocked because the alarm system
was turned on”
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Characteristics as a Democracy

# IFES 2010 Elections Assessment Report
Open Console Port

* Major Security Flaw

* Needs to be fixed before future elections

* “Absolute security in technology is impossible”

« Greater importance of RMA — “security by
detection”

1
I ]_' t
Wk £ IFES 2010 Elections Assessment Report

Compact Flash Cards

* Problem of late ballot design modification
* Insufficient quality management/control
o Task separate unit with quality control
o End-to-end testing needs to take place as
soon as first batch of real ballots is printed
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Characteristics as a Democracy

Philippines and the future of e-
voting/counting?

Characteristics as a Democracy

« Seventy-five percent of Filipinos are satisfied
with the general conduct of the May 2010
automated elections

* The survey also found that Filipinos are
satisfied with how the COMELEC and other
institutions have handled various aspects of
the May 10, 2010 elections.
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Characteristics as a Democracy

* Poll Workers are even more satisfied with the
conduct of the May 2010 elections compared
to the general public.

* EMB officials (including Chairman Brillantes)
are confident of the use of PCOS for the
upcoming elections

« PCOS is said to be more acceptable as it
provides paper trail

* PCOS cost lower than DRE

* Ballot paper interface
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Characteristics as a Democracy

= Future gaps
o Ensuring transparency in the preparations
for an electoral exercise

o Transparency, being a crucial factor in
creating voter confidence in the voting
system

Characteristics as a Democracy

* Future gaps
o Institutional capacity building for

COMELEC, possible reorganization

*  COMELEC Strategic Plan 2011-2016, Pillar
{Technological Capacity):

« To enhance the capability of the COMELEC to support
the conduct of modernized, efficient, transparent,
speedy and credible elections.

« To strengthen the information and communications
technology (ICT)-capable personnel in their pursuit of
supporting modernized elections.
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Characteristics as a Democracy

= Future gaps
o Investing in new machines for 2016 (Use
SMARTMATIC PCOS for the third time or

bid for new PCO57?)

THANK YOU!
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APPENDIX 11

._ Brazilian Superior
= Electoral Court

e

Seminar on Electronic Voting
and Counting Technologies

Judge Paulo de Tarso Tamburini

Cape Town — March 2013
Electoral Commission of South Africa

Seminar on Electronic Voting

and Counting Technologies
Brazilian Electoral Justice

Art. 118 - Brazilian Constitution:

Superior
Electoral

Electoral
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. Tribunal Seminar on Eletronic Voting

Superior -
el Eigitoral and Counting Technologies —

Brazillan Electoral Justice

¥ Superior Blectoral Coart

® 27 Regional Blectors Courts
B 138 544 B4 voters

¥ 5.568 municipalitaes

B 3,003 electioral pones

B 96 V16 poling sEatices

B 437443 precanets

Tribunal Seminar on Electronic Voting
S Specr d Counting Technologi
e Eoitoral an unting Technologies —

Brazillan Elections

Irs Biracedl, thire are electhans swery D years.

Genersl Ebections President,

Municipal electlons Mayors and Governars, Senators and
City Councllors Federal, State and District
REpresentatives
e 2008, 2000 ...

— JO1E, 3014 ...
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. Tribunal seminar on Electronic Voting
o | :mﬂ””"": and Counting Technologies
Brazilian Electoral Justice

The Electoral Justice is in charge of three distinct functions:

¥

. Tribunal Seminar on Electronic Voting
il

Superior . :
Elsitoral and Counting Technologies

Legislative Activities

1. Preparation of the Internal Rules,

2. Preparation of Regulatkons

in the 2012 Elections TSE lakd down 14
Resobutions on, for example:

B Electoral propaganda

B Money collection and accountabdity of
campalgn expenses

B Preparatory acts

B Candidatures register.
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. Tribunal Seminar on Electronic Voting
P Eupurl-u:' and Counting Technologies .
Jurisdictional Activities
n 2012
AL 776 reguetis of candfidlacy Pegisher
31582 Bor mapoehice-manyo;
EAA% TEA for ciby countilos
B 10411 larwauits pudped by TSE
k3, 189 cades rplatesd 1o the 2003 Elections.
Legal cases judged by TSE - 2002 epay
rf,.ﬂ!fﬂﬂii
™
212
Eleciiong
288
Tribunal Seminar on Electronic Voting
- E:"“':"“I' and Counting Technologies ey,
Jurisdictional Activities
T —
B T Jentices af the TSE L
B 196 judipes in the TRES . j\--
B 3,008 slectocal judges, and -
B 25.259 public servants e
T33O0 = legal cases judiged
40 500 - legal cases judged (non-clectoral year)
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. Tribunal Seminar on Electronic Voting

 Superior .
Sl Elcitoral and Counting Technologies .

. Tribunal Seminar on Eletronic Voting

= | E:m"l' and Counting Technologies —

Executive Activities
Kain ihoen related o Hoee i
1 Privabe e for dats transnan
1 Procwrement and logasics of the elect o soling reachines
&) 00 00 eleckroei: voling maching
bl 06000 poling Wations in Brazil and akenad
3 Dewslopment of more than 50 electord solraane
4. Calling and training of polng workers
&) 1.095.971 wotal poll workers
bh AFE G velunteers
o) 1.267.025 called wp
5. haintensnce of the electoral register
W] 1A0.GEG i voters
& Institstionsl campaigns
7-  Press omnirg
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. Tribunal Seminar on Electronic Voting
o | :m"”"": and Counting Technologies
Executive Activities

¥

Important partnerships:

B Press

B Armed Forces
B National Agency of Telecommunications
B Mational Agency of Electricity

B State Secretaries of Public Security
B Federal Audit Court

. Tribunal Seminar on Electronic Voting

= | f.‘:"m"'“l' and Counting Technologies —

2012 Elections - 12 Round - 07/10,/2012

Results

B 0,55% woting machines replsced EEEE

B 2 precincts with marual voting el
B 115.807.514 presented 1o vobe (84,59%)

B 5.518 murgors elected

B 57 424 city councilors

B End of counting at 01:48:30, on 08/10/2012

BIGT¥ 2T 911 scoesdes bo the TSE weebesite, fram 167 cowuntries, besides

Brauzil

B Access peak ot 18050, with arownd 15000 acoesies pir e00nd.
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. Tribunal Seminar on Electronic Voting
) E”F"ﬂ""l el and Counting Technologies —
2012 Elections - 29 Round — 28/10/2012
Results
W Mo manual voting
[ ——
B 25,661,378 presented 1o vote (B0,88%)
B 50 mayors elected
B End of counting at 21-51:51 on 28/10y2012
. Tribunal Seminar on Electronic Voting
| E:"'“ :' l""l and Counting Technologies e,

Perspectives

A. Bhometrics In 201 2 Elections, 7. BO3.050 electors

2 : could vole using biomelrcs in 298
B. Technological updating ] . ;
miunicipakities in 24 states.
« Voting in transit

¥ Voting abroad
C. Electronic judical process

D. Improvernent of the edectoral system
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Tribunal

.Eupurl-ur

il Elgitoral

Seminar on Electronic Voting
and Counting Technologies

b 1

One of the secrets to
successful elections is the

complicity of the Brazilian
people.

Tribunal

| Superior
il Elgitoral

Electronlc Ballot Box

Seminar on Electronic Voting

and Counting Technologies o

]

The electronic ballot box Is a microcomputer specifically buils
fior the election process, with the following features:

resistant, with small dimensions, light, with power aubonany
and security resources,

L %

—

Two tésrminals ntegrate the electronic bhallot bax: the pall
warker terminal, where the voter is identifsed and authorized
to wote (i spme models of elecirondc ballod bon, this
Idartification is through a blometric system), and the voter
terminal, whene the wote & numerically regetensd.
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. Tribunal Seminar on Electronic Voting
h_‘ :m'm and Counting Technologies

The Electoral Process in Brazil

¥

Tribunal Seminar on Electronic Voting
- | fl?mmlnll and Counting Technologies

Computerised Vote
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. Tribunal Seminar on Electronic Voting

= | :mﬂll and Counting Technologies .,

Adoption of the Computerised Vote

The computerised process of the Brazilian Electoral Justice
was initiated in 1986, when the single computerised register
of the voters was defined and created through the vobers
national re-registration.

The first vote via electronic ballog boxes in Brazil wad in 1996
and, in 2010, more than 134-million woters participated in
the entirely computerised general elections.

Bath the hardware and software used in the electranic
system of voting are made and assembled under the
supervision of the Superior Electoral Cowrt.

Tribunal Seminar on Electronic Voting
el Eieitoral and Counting Technologies ey,

in the adoption of the computerised wote, we sought:

= Qbsenance of the Leghslation
* Padronisation
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. Tribunal Seminar on Electronic Voting

- :mﬂ"lu: and Counting Technologies e

LOGISTICS

Tribunal Seminar on Electronic Voting
| Supefior . )
il Elsitoral and Counting Technologies e,

Organisational Structure of the Electoral Justice

TRIBLUINAL SEUFERDR ELERTOERAL

r— =

L b k| 1 g
TRE TRE TRE TRE TRE TRE - TRE

1 3 3 4 & 6 7
ZOWA T FIONAT FZONAT FEONAT FZOMNA T - Z0MA 1 ZOHWA A
IOMAN “TOMAN “TOMAM “ZIOMAN “ZONA N “Z0ONA W TOMA N

TSE 1

TRE 7

IDNES 3.033

FRECINCTS 437.942
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. Tribunal Seminar on Electronic Voting
= | EH‘HIIIEII'IIDII and Counting Technologies ..
The Electoral Process in Brazil - 2012 elections data
Population: 193,946,886 inhabitants in july 2012
Electorate Electoral zones
140 644 4456 31,3033
Electoral
;m?au fties ] precincts
. s 431,185
. ;
Candidates =™ Electoral workers
il ::h 1,695,971
e g (428,946
W e o wolunteers)
Political parties 30 Electronic ballot boxes 467,163
. Tribunal Seminar on Electronic Voting
= | Eﬂm’”“l’ and Counting Technologies e,

Brazil's geographic area: B,547,403.5 km?
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Tribunal Seminar on Electronic Voting
@,

el Eisitoral and Counting Technologies "

Brazil's geographic area: 8,547,403.5 km?

Tribunal Seminar on Electronic Voting
.. Superior . )
= Eisitoral and Counting Technologies —

Brazil's gecgraphic area: B,547,403.5 km?
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. Tribunal Seminar on Electronic Voting
- :mﬂllu; and Counting Technologies T

Electoral Logistics
Brazil's geographic area: 8,547,403.5 km?

Seminar on Electronic Voting

and Counting Technologies st
Electoral Logistics
Ballot box replacement
15t round of elections
[T Fesd i T =T Le e e I [T P el | el PaiiElan
i b | wen b T s B | e | el ] [ e B
e s Bl ¥ sy Sskhuldomda | wrlm b L]
M=l g dn
[ TPESe
|138.544.348 | 431.185|407.551| 2.528 |57.084 | 2.273 [055% | 2 |0,000%]

Ballot box replacement
2nd round of elections

Ly e
b ag B
[P

Pyrigriad
A g ey
e etd

"l

0, 000 %

irmp | Bpigriss
Sakuld .ol ay aa

Fabi it ks
303 | 0,35%

[ dedgaps dpice Tt g e g | Lrrardam e dr
ey b | Edede ilhml-n-lh Cprtephraiy
R g B ) Imll.:--u.

|31.725067| 88.285 | 86.187 | - | 8.815
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. Tribunal Seminar on Electronic Voting

| :mﬂ"lu: and Counting Technologies T

SECURITY

Tribunal Seminar on Electronic Voting
'M n )
= H.'mlnl' and Counting Technologies -t

Electronic ballot box security

The security of the electronic voling system exists
in layers. Through safety devices of different types
and purposes, several barriers are created which
together guard against the hacking of the whole
system.

To sum up, any hacking of the system would cause
a ripple effect and the electronic ballot box would
no longer work, making it impossible to generate
valid results.
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. Tribunal Seminar on Electronic Voting

" | :mll and Counting Technologies .,

Public Safety Tests

Alming to contribute to the improvement of the electronic ballot
b’ software and/or hardware, and demonstrating the
transparency of the system, the T5E has already held two editions
of the Public Safety Tests of the Electronic Voting System, in
which enrolled investigators had shown and enscuted hacking
plans to the external and internal components of the ballot bosx.

The first round of testing was held from 10 to 13 November 2009,
Mone of the tests succeeded in violating the ballot box or the
programmes being tested, Howeser, the tests did contribute to

the technological improvement of vating,

The secand round of tests was hald froem 20 1o 22 March 2012,
presenting basically the same results as the first round.,

Tribunal Seminar on Electronic Voting
m n )
= H.'mlnl' and Counting Technologies -

Systemn monitoring

To the political parties inspectors, to the Brazilian
Bar Association and to the Public Prosecutor is
guaranteed early access to the computer programs
developed by the Superior Electoral Court or
under its order to be used on elections, with the
purpose of monitoring and auditing.
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= | :m'm and Counting Technologies —
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Audits and Expertise

since its adoption, the electronic voting system has
undergone several audits and expertise.

. Tribunal Seminar on Electronic Voting

In 2002, the University of Campinas testified that "the
electronic voting system fulfills the fundamental
requirements of the electoral process”,

In 2008, the Federal Police, on a technical report about
the 2008 municipal elections in Caxias (MA), dismissed
suspicions of possible fraud in the electronic voting

system.
Tribunal Seminar on Electronic Voting
Superior " .
il Elsitoral and Counting Technologies -

Parallel Voting

Paralled voting i another mechanism adopted by the Electoral Court to
confirm the credibility of the electronst woting system.

All Regional Electoral Courts, on the eve of the election, held a public
heearing to et the electoral sections that will give in ballot boxes to
test through parallel voting.

In parallel voting, the contents of the ballots, already filled up, are
typed in the ballot boxes drawn,

At the and, the results of the bulletin of the slectronst ballol booss Gre
oompared with those obtained in the reports sseed by the support
system to achieve paralled voting.

Parallel voting is verified by an suditing comparny and all the jobs are
recorded,
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. Tribunal Seminar on Electronic Voting

= | :w“.: al and Counting Technologies e

Continuous Improvement
& s

Description: Collection through the updating of informatson such
as the fingerprints and photo of the votes,

Benefits: Emuring greates relishility and transparency to the
process of voting and counting of the electronic ballot box,

Goal: To implernent mechanisms that inhiblt possible frawdulent
acts in the proceds of voter idemtification, through the
recagnition of the holder fraom thes fingerpring and, ¥ necessary,

their photograph,

Seminar on Electronic Voting
and Counting Technologies -
Biometric identification of the Vioter (2012)
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. Tribunal Seminar on Electronic Voting

| :mﬂllu: and Counting Technologies T

COSTS

Tribunal Seminar on Electronic Voting
= | E’.ﬂ“{ and Counting Technologies -,
ELEICOES - 2002 A 2012
i e

T DERLL PRI D
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Costs of Electronic System

ELEIGOES - 2002 A 2013
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- :m'”": and Counting Technologies T

Costs of Electronic System
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e Elsitoral and Counting Technologies e,

FINAL CONSIDERATIONS




APPENDICES CHAPTER 7

Tribunal Seminar on Electronic Voting

._‘5”"“"""' and Counting Technologies -

Eleitoral
The success of the electoral process

“Brazil was the first notion in the world to
FPSCA have a fully digital election, and that way
' . willl be recognized by historians in the
future.”

“The Electoral Justice [s the most trusted Institetion in

the country, ottests the survey after the 2006
arirura NEXUS  opctions, *

“l.--] 97.7% of respondents approve of the electronic

ballot box. ™
Tribunal Seminar on Electronic Voting
Suparior and Counting Technologies -

-l Elgitoral
The success of the electoral process

“I...] the system thot is enshrined in terms of agility and
also to preserve the will of the voters, the exerclse of on
inherent right to citirenship that Is the right to choose
representotives.

It is wnimaginable, even in other cultures, to obtain a
result considering that universe of voters In such a short
period of time and with the utmost security. "

Minister Marco Aurdlio
(10.9.2012)
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THANK YOU
| S

Judge Paulo de Tarso Tamburini
poaula. fomburinif@ise. jui br
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DA -

Key lessons from the international
experience of e-voting

Types of c-vonng systems
Advantages/ disadvantages
The I".-'r-|:|l:i.r|.1.[ '|'|:.'n|.'|1i-;] of trust

Recommendatons

. 1EC of Zoudh Africa Symuinar aon e-Veging
- Cape Town, 1112 March D018
Peier Walll
Imternatiosal [IVEA

Voting Machines Internet Voting

=
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DA o
Ij\ Key Differences

Voung Machines Internet Voting

* Controlled Environment * Uncontrolled Emvironment

* Only Yoting Channel * Additional Voting Channel

DA | . _
| 85T Types of Voting Machines

DRE/
i : Direct-Recording
S e Electronic
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T3 A =
llll Voting Machines, Options

|":J.|:l|:|."|'|':l|.i]ﬁ

Pyhsical Evidence

Certification

THTRII
TR LLL

Types of E-Voting Systems

Elcctronic Ballot Printers
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Types of E-Voting Systems

The Indian Voting Machine

DA |

Access to Source Codes

E-Voting Systems, Options

.
- - ——
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=== | E-Voting Systems, Options

Voter Authentication

Elecironic Poll Books

Examples of Major E-Voting

S Experiences

Internet: Estonia,
Moraway, dwitrerland, Canacla

Votng Machines:;

France, Belgium, Spain, Peru
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Potential Benefits of E-Voting

More Automatnon — Less Human Intervention

* Faster availability of results

* Eliminaton of human error and related
INACCUrACIes

* Elimination of some types of fraud




J

Potential Benefits of E-Voting

Service for voters = More (valid) vores

* Confirmation of vote/invalid warnings

Why is it so controversial?

* Breaks away with the most central ritwals of an electoral
Process

* Reduces enormously human control and transparency
throughout the process

* Places the system knowledge in the hands of few
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"']1 The challenge

«  E-voting is the most complex of the electoral technology
upgrades =touches the core of the clectoral process

*  An opportunity to sobve some old electoral problems, but
also opens new ones,

* Many of the new problems are not of technical nature

(DY Credible electoral process

Socio-poditical context

Operational/ Technical coniaxt
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Recommendations

1 Define goals clearly. Is e-voung the
solution vou're looking for 7

Recommendations

Be aware of the challenges. No e-voting

system is perfect, and there is no standard

out there
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Recommendations

Get the buy-in of key stakeholders

Recommendations

Provide for anditing and cerufication
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Recommendations

5 Allow enough tme for technical
implementatnon and social acceptlance

Recommendations

Plan for training, professional
development and civic education
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Recommendations

7 Calculate the real costs of ownership
and not just the one-off purchase ones

Recommendations

E-voung will not make up for the lack
of trust
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Thank You!
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